 		 
Data Protection Essentials (DPE) Checklist
SECTION 1: DPE (ONE-TIME SETUP) 

	Scope of Service (Data Protection)
	Resources / References

	ACCOUNTABILITY

	 
· Registration of the DPO on ACRA BizFile+ and make available the business contact information of DPO to the public

· Develop a Data Protection and Security policy

· Document data assets and flows using Asset Inventory Map   



	
☐ Yes
☐ No


☐ Yes
☐ No

☐ Yes
☐ No

	1. For ACRA-registered entitities, organisations may register in ACRA BizFile+ (www.bizfile.gov.sg).

For non ACRA-registered entities, organisations may register the DPO with PDPC (www.pdpc.gov.sg/dpo-registration). 

Refer to the Guide to Register DPO on ACRA BizFile+ 



2. Data Protection and Security Policy



3. Refer to Annex B in the Data Protection and Security Policy on asset inventory map  


	TRAINING

	 
· Mandate the staff to complete the PDPA E-learning

· Identify and facilitate key personnel to attend PDPC courses (e.g. Fundamentals of the PDPA 2020) 

	
☐ Yes
☐ No

☐ Yes
☐ No

	1. Refer to the PDPA E-Learning Programme for all staff.

2. The PDPC courses are:

i. Fundamentals of Personal Data Protection Act 2020 

ii. [Optional] Practitioner Certificate in Personal Data Protection 2020 


	BASIC DATA SECURITY PRACTICES

	 
· Secure configuration of SAAS productivity suite (M365 or Google Workspace) based on CIS benchmark Level 1

· Implement the following security configuration:
· Enable MFA 
· Disable auto email forwarding feature  

· Configure data encryption at rest (including backup data) for all the followings:
· Disk encryption (e.g. Bitlocker) 
· Database encryption (e.g. Using customer’s database’s native encryption features)

· Configure for data encryption in transit for all the followings:
· secure server administration channel (SSH)
· secure file transmission (e.g. VeraCrypt, 7zip, GNUPG)

	
☐ Yes
☐ No



☐ Yes
☐ No


☐ Yes
☐ No






☐ Yes
☐ No

	 




	Scope of Service (Cybersecurity)
	Resources / References

	ASSET
	

	
· Provide cybersecurity awareness training for employees in the organisation[footnoteRef:1], minimally covering these topics [1:  Modality of training: Delivered online] 

· Protect yourself from phishing
· Set strong passphrase and protect them
· Protect your corporate and/or personal devices (used for work)
· Report cyber incidents
· Handle and disclose business-critical data carefully 
· Work onsite and telecommute in a secure manner

· Support the organisation to develop cyber hygiene practices and guidelines for employees to adopt in their day-to-day operations 

	
☐ Yes
☐ No













☐ Yes
☐ No


	
1. [bookmark: _Hlk111214051]Agenda of training topics[footnoteRef:2]  [2:  Please refer to CSA Cybersecurity Toolkits for Employees ] 


2. Refer to the Cyber Essentials Self-Assessment Questionnaire 





	
· Support the organisation to create and/or maintain an up-to-date asset inventory of the hardware and software assets in the organisation

· Support the organisation to develop and implement practices and guidelines on how hardware and software assets are managed securely, including

· Authorisation process to onboard new hardware and software
· Treatment of unauthorized and End of Support (EOS) assets
· Secure deletion and disposal of assets

	
☐ Yes
☐ No



☐ Yes
☐ No





	
1. System and network diagram of organisation setup

2. Refer to Annex B in the Data Protection and Security policy on asset inventory of hardware and software assets 

3. Refer to Section 4.2.2 in the Data Protection and Security policy on Asset Management 


	
· Support the organisation to create and/or maintain an inventory of sensitive or business-critical data in the organisation

· Support the organisation to develop and implement practices and guidelines on how data is managed securely, including
· Protection of data
· Prevention of leakage of data by employees
· Secure disposal of data

	
☐ Yes
☐ No


☐ Yes
☐ No

	
1. Refer to Annex B in the Data Protection and Security policy on asset inventory of business-critical data

2. Refer to Section 4.2.5 in the Data Protection and Security policy on Data Management


	SECURE / PROTECT
	

	Anti-Virus/Malware Protection

· Support the organisation with the configuration[footnoteRef:3] of anti-malware solutions in the organisation: [3:  If the organisation is already using an existing solution, the DPE provider is not expected to provide the solution, but support the organisation in reviewing its use and configuration in the organisation.] 

· Enable virus and malware scans
· Enable auto update or configure anti-malware solution to update signature files to detect new malware
· Configure anti-malware solution to automatically scan files

· Support the organization to review that only fully supported browsers and email client with security controls are in used




· Support the organisation with the configuration[footnoteRef:4] of firewall solutions in the organisation[footnoteRef:5] [4:  If the organisation is already using an existing solution, the DPE provider is not expected to provide the solution, but support the organisation in reviewing its use and configuration in the organisation.]  [5:  Network perimeter firewall for organisations with enterprise network setup, and host-based firewall on devices for organisations without enterprise network setup] 


	

☐ Yes
☐ No








☐ Yes
☐ No





☐ Yes
☐ No


	


	· [bookmark: _Hlk111213473]Support the organisation so that its employees are aware of taking protective steps against malware
	☐ Yes
☐ No

	[bookmark: _Hlk111213441]N/A – Covered under Cybersecurity Awareness Training  


	Access Control

· Support the organisation to create and/or maintain an up-to-date inventory of accounts in the organisation

· Support the organisation to develop and implement the practices and guidelines on the secure management of accounts, including
· Management of access of accounts to employees and third parties/contractors, including disabling, removing and locking accounts
· Usage of administrator accounts

· Support the organisation to develop and implement practices and guidelines on the secure management of physical access to assets

· Support the organisation to develop and implement practices and guidelines on secure user authentication, e.g. secure passphrases

	

☐ Yes
☐ No


☐ Yes
☐ No









☐ Yes
☐ No


☐ Yes
☐ No

	
1. Refer to Annex F in the Data Protection and Security policy on Account Inventory 

2. Refer to Section 4.2.1 in the Data Protection and Security policy on Access Control 

3. Refer to Annex E in the Data Protection and Security policy on Non-Disclosure Agreement

4. Refer to Section 4.2.7 in the Data Protection and Security policy on Passphrase


	Secure Configuration

· Support the organisation to develop and implement secure configuration for hardware and software assets, including
· Enforcing security configurations or enabling security features for assets and avoiding or updating weak configuration
· Replacing or upgrading insecure configurations and weak protocols
· Turning off features/services that are not used

	

☐ Yes
☐ No

	
 
Refer to Section 4.2.4 in the Data Protection and Security policy on Configuration Management

	UPDATE
	

	Software Updates

· Support the organisation to develop and implement practices and guidelines on critical software updates

	

☐ Yes
☐ No

	
Refer to Section 4.2.8 in the Data Protection and Security policy on Software Patch Management 

	BACKUP
	

	Data Backup

· Support the organisation to develop and implement practices and guidelines on backups, including
· Performing backups regularly, depending on business-criticality of data
· Protection of backups
· Storing of critical backups offline

	

☐ Yes
☐ No

	

Refer to Section 4.2.3 in the Data Protection and Security policy on Data Backup

	RESPONSE
	

	Incident Response

· Support the organisation to develop and implement practices and guidelines on incident response

	

☐ Yes
☐ No

	

Refer to Annex G in the Data Protection and Security policy for the incident response plan














SECTION 2: DPE (ONE-TIME REVIEW) 

	REVIEW (6 MONTHS AFTER DP ESSENTIALS IMPLEMENTATION)
	

	
	

	 
· Latest software updates installed on devices and systems.

· Carry out review and update of:
    i) Data protection and security policies
    ii) Configuration settings for hardware and software 
    iii) User accounts to ensure all accounts are active and the rights assigned are necessary
    iv) Incident response plan 

· Refresher on cyber and data protection awareness training for key employees on handling personal data.

· Conduct phishing simulation exercises to train the employees to be alert.

· Conduct table-top exercise to test the cyber and data breach response plan.

· Audit on sharing of passwords such as admin credentials, displaying post-it notes of password publicly or storing passwords in public web folders.

· Regular backups according to the backup policy. Backup media regularly tested to ensure that the backup data can be recovered and restored. 

	
☐ Yes
☐ No

☐ Yes
☐ No







☐ Yes
☐ No

☐ Yes
☐ No

☐ Yes
☐ No

☐ Yes
☐ No



☐ Yes
☐ No
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		How to Register Your DPO(s) on ACRA BizFile+



Requirements to register your DPO on ACRA BizFile+:

a. Be an appointed position holder of the entity registered in ACRA BizFile+ portal. Appointed position holders include owners, directors, secretaries and partners; and

b. Have a CorpPass account.



Instructions:

1. Visit ACRA BizFile+ portal at www.bizfile.gov.sg

2. Select “eServices” > “Others” > “3. Register/ Update Data Protection Officer(s)”

3. Login using your CorpPass

4. Enter your organisation’s UEN and click “Next”

5. Fill in the required information and click “Add DPO”

6. Fill in DPO details and click “Add” (Note: You can add multiple DPOs)

7. Select checkbox to consent to receive marketing related information from PDPC

8. Select checkbox for declaration and click “Submit”



Organisations are required under the PDPA to appoint an individual or a team as the ‘Data Protection Officer (DPO)’ to ensure compliance with the PDPA. 



If the organisation is a ACRA Registered Entity, please register the DPO (www.bizfile.gov.sg). Otherwise, the organisation may register the DPO with PDPC (www.pdpc.gov.sg/dpo-registration). 











		Sample Notice to list DPO Business  Contact Information  on Company Website



You may consider the following sample notice to list the business contact information of the DPO on your website 



		About Your Personal Information 

For information about the organisation’s data protection policy or matters relating to the management of personal data, please contact our Data Protection Officer at [email] or [contact number].
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[bookmark: _Toc98777864]OBJECTIVE



[Intentionally left blank]





[bookmark: _Toc98777865]SCOPE



[Intentionally left blank]



[bookmark: _Toc90393532][bookmark: _Toc98777866]GOVERNACE STRUCTURE 



[bookmark: _Hlk54337911]3.1	Sole-Proprietor/Partnership Reporting Structure

The below diagram demonstrates a reporting structure for sole-proprietors or partnerships which incorporates data protection into its implementation.

[image: ]

		
Role

		Responsibilities

		Person-in-charge



		Owner/ Partners

		· Embed data protection and security within the organisation’s governance structure to set the direction, values and course of actions 

· Designate members who are responsible for implementing and managing data protection and cybersecurity programme and initiative

· Approve and review organisation’s governance framework and risk management structure

· Appointing and empowering the DPO

· Allocating resources (e.g. budget, manpower) to data protection and security

· Update and review of organisation’s governance performance and risk reporting

· Provide strategic guidance on the implementation of data protection and security initiatives 

		<<Owner or Designated Partner>>



		Data1 Protection Officer

		· Ensure compliance of PDPA when developing and implementing policies and processes for handling personal data

· Promote importance of data protection and security practices and communicate personal data protection and security policies to all staff

· Handle access and correction requests to personal data, and manage related queries and complaints

· Alert owner/ partners to any risks that might arise with regard to personal data

· Establish and review risk reporting structure and implement monitoring measures (e.g. internal audit) to evaluate effectiveness



		<< Name of DPO>>



		Data Owner

		· Compliance with the PDPA and DPP, for PD within their charge and possession

· Seeking approval with their respective BU Heads regarding the requirements for the management of the PD

· Updating the DIM when new categories of PD are collected, used or disclosed



		BU Heads



		Data User

		·  Compliance with the PDPA and DPP, for PD they have access to



		All Staff





1Owner may also double-hat as Data Protection Officer





[bookmark: _Toc98777867]POLICY



Data Protection



a. Employees

[Intentionally left blank]



b. Job Applicants

[Intentionally left blank]



c. Customers

[Intentionally left blank]





Security  



Access Control



4.2.1.1 Objective - Active user accounts and physical access are the source of entry to the hardware and software in the enterprise environment. Ensuring that only authorised users are given the access rights they need to perform their work helps reduce the risk of information being stolen, or hardware and software being compromised. 



4.2.1.2 Purpose - The purpose is to ensure that access controls are implemented and to protect the sources of entry to the hardware and software in the enterprise environment.



4.2.1.3 Scope - This policy or guideline applies to all employees and third parties, including suppliers who have access to the organisation’s systems, data, and resources.



4.2.1.4 Roles and Responsibilities -The roles and responsibilities of employees involved in carrying out and maintaining access controls:

i. Requestor: End users

ii. Approver: [Designation]

iii. Administrator: [Designation]



4.2.1.5 Principle of least privilege - Access control is assigned on the basis of business needs and ‘Least Privilege’. Users must only be provided with the absolute minimum access rights and permissions to systems, data, and resources that they need to fulfil their job roles.



4.2.1.6 User access account management - User account management procedures must be implemented for the following: 

1. Account creation, modification, and deletion 

2. Account monitoring 

· Ensure there are no shared, duplicate, obsolete, or invalid 

            accounts 

· Ensure dormant or accounts that have been inactive for a 

           prolonged period [30 days] are removed or disabled

· Removal of accounts with access rights that are no longer 

           required or have exceeded the requested date

3. Use of administrator accounts – Limited to performing administrator functions, with approval from senior management [designation]

4. Account locking or disabling after [10] failed login attempts

5. Logging of 

· All creation, modification, and deletion of system and user 

           access

· Login attempts

6. Regular reviews of system and user access



4.2.1.7 Process for granting and revoking of access- The process to request to grant and revoke access includes the following:

1. Requestor ensures the need for access to be granted/revoked and sends in a request, providing

· Name and department of employee

· System to access

· Role/account type requested

· Duration for access

2.  Approver to review the request

3. If the request is approved, Administrator to grant/revoke access accordingly

4. Administrator to notify the requestor on the access changes for confirmation



4.2.1.8 Process to request for administrative access to system - The process to request to grant and revoke access include
s the following:

1. Requestor ensures that administrative access is required and sends in a request

2. Approver to review the request

3. If the request is approved, Administrator to create the account and notify the requestor

4. Administrator to notify the requestor on the access changes for confirmation

4.2.1.9 Process for granting and revoking of physical access - The process to request to grant and revoke physical access to assets includes the following:

1. Requestor ensures that physical access has to be granted/revoked and sends in a request

2. Approver to review the request

3. If the request is approved, Administrator to grant/revoke access accordingly

4. Administrator to notify the requestor on access changes for confirmation

5. Administrator to notify the physical access control team



Asset Management



4.2.2.1 Overview - Cybersecurity asset management is the process of identifying, continuously, the hardware and software in the organisation to identify the potential security risks. It is needed to ensure that the assets are (i) authorised to access the enterprise environment, and (ii) secured properly to reduce the total cost of risks related to asset management.



4.2.2.2 Purpose - The purpose is to protect organisation assets by preventing unauthorised disclosure, modification, removal, or destruction of information assets that may lead to interruptions in business activities.



4.2.2.3 Scope - This policy or guideline applies to all parties operating within the organisation environment, and all the assets owned by the organisation.



4.2.2.4 Roles and Responsibilities - The roles and responsibilities of employees who are involved in asset management include:

1. Asset manager: [Designation]

2. End users



4.2.2.5 Asset Management Lifecycle - The asset management lifecycle comprises the infrastructure and processes necessary for the effective management, control, and protection of the assets within the organisation, throughout its lifecycle.

1. Planning: 

· Establish the requirement of an asset

· Identify the need for the asset

2. Get approval/authorisation from [designation] for the procurement of the asset.

3. Procurement:

· Ensure assets procured are as per the required specification.

· Check status of assets and update the relevant inventory.

4. Onboarding: 

· Ensure checks are being done before onboarding assets into the organisation’s environment.

· Seek approval from [designation] to onboard new assets.

· Update inventory once assets are onboarded.

5. Monitoring and Maintenance:

· Monitor assets periodically and check for any performance issues that could unexpectedly develop, e.g. monitor End-of-Life (EOL) and End-of -Support (EOS).

· Conduct yearly asset audit to assess assets.

· Perform periodic maintenance to ensure that all assets are maintained.

6. Disposal:

· Assets shall be disposed of after EOL/EOS.

· If the organisation intends to continue using an EOS asset, assess the risk and obtain approval from [designation]. Actively monitor the EOS asset until it is replaced.

7. Assets containing information valued as critical and vital shall be disposed of securely and safely. All confidential information shall be deleted prior to disposal, and the asset disposed of securely and completely.



Data Backup 



4.2.3.1 Overview - Data backups are critical in enabling quick recovery from cyber security incidents such as ransomware or malware, but also physical incidents such as system failure, theft, or natural disasters.



4.2.3.2 Purpose - The purpose is to create a backup plan that allows the business to continue its operation after a system failure or incident.



4.2.3.3 Scope - The policy or guideline includes all types of media format (e.g. hard disk, magnetic tape), data, and personnel.



4.2.3.4 Roles and Responsibilities - The roles and responsibilities of the employees involved in carrying out, maintaining, and restoring a data backup:

1. Backup manager: [Designation]

2. End users



4.2.3.5 Types of Backups 



Full backup — The complete data is backed up and stored, and as such it requires the most space and time to complete — but is restored in the shortest time. Used for completeness of data.



Differential backup — Performs backup faster and requires less space than a full backup, but performs backup slower than an incremental backup, and slower restoration than a full backup. Used when downtime and cost need to be minimised.



Incremental backup — Perform the fastest backup with the least amount of space required, but with the slowest restoration time compared to a full and differential backup. Used when backup speed is of top priority and where site-to-site backup is limited.



4.2.3.6 Backup Schedule

[Type of data, e.g. more critical data]

· Frequency: [Daily] 

· Type of backup: [Automated]

[Type of data, e.g. less critical data]

· Frequency: [Monthly] 

· Type of backup: [Manual]



4.2.3.7 Backup Storage, Retention and Destruction

· Backup data and logs should be 

· Stored securely, and protected from unauthorised access through physical and logical security controls

· Retained for at least [duration]

· Deleted securely to purge off the data completely and with secure destruction carried out when no longer needed

· Backup of critical-business data should be stored offsite



4.2.3.8 Backup Recovery Test

· Data recovery testing should be performed. 

· The frequency, testing procedures, and the testing outcomes should be documented and reported to senior management. 

· Steps to be carried out by the personnel in data backup and restoration should be clearly documented for testing with improvement points that can used to update the data backup policy.









Configuration Management



4.2.4.1 Overview - Configuration management is the process of managing the configurable components or resources of a system or environment on which a software application runs to ensure these resources and components maintain a consistent, or baseline, state. It is important to ensure the organisation has visibility over the secure configuration of its assets and maintains effective control of its IT systems.



4.2.4.2 Purpose - The purpose is to ensure the assets in the organisation are being configured securely against a baseline that is compliant with the IT security policies, standards, and procedures.



4.2.4.3 Scope - It includes both hardware (e.g. network devices, end points, mobile devices) and software (e.g. anti-virus) that are configurable and that pose a threat to the organisation’s production environment if compromised.



4.2.4.4 Roles and Responsibilities - The roles and responsibilities of employees involved in configuration management:

1. Configuration management sponsor: [Designation]

2. Configuration manager: [Designation]



4.2.4.5 Security Baseline Configuration

1. The assets should be configured and secured based on widely accepted and well-established security standards and benchmarks.

· Avoid or update weak or default configurations.

2. Replace or upgrade insecure configurations and weak protocols.

3. Reviews should be regularly carried out to update the configuration. 

4. Retain the previous configuration as a form of contingency. The configurations and security standards referenced should also be tracked and documented as part of an asset configuration list.

5. Disable or remove features, services, or applications that are not in use. 

· Disable automatic connection to open networks and the auto-run feature of non-essential programs.



4.2.4.6 Configuration Change Control - Changes in configuration to assets shall be reviewed and approved by authorised personnel with the relevant change documents, risk assessment, impact analysis and contingency plan which have been tested and verified before deployment to the production environment.



4.2.4.7 Logging - Logging should be enabled by default and saved to a central repository that is kept secure against unauthorised access to assist in carrying out diagnosis, troubleshooting or reconciliation of events. 



4.2.4.8 Conformity to configuration standards - Put in place a process to ensure that the systems in scope conform to the security baseline configuration. Any deviation or non-conformance should be reviewed, monitored, approved, and reported to the senior management with sufficient mitigating controls in place. Employees who violate this policy may also be subjected to disciplinary actions.



Data Management 



4.2.5.1 Overview - Data is the enterprise’s most valuable business asset. Identifying the critical data in the enterprise is the key foundational step to classify, monitor, and protect it to ensure that only authorised personnel can access it. 



4.2.5.2 Purpose - The purpose is to classify data based on its sensitivity, value, and impact as the result of a compromise to the organisation, so that sufficient measures can be carried out to protect them.



4.2.5.3 Scope - This policy or guideline applies to all parties operating within the organisation environment, and all the business-critical data assets owned by the organisation.



4.2.5.4 Roles and Responsibilities - The roles and responsibilities of the employees involved in carrying out and maintaining the data classification:

1. Data owner: [Designation]

2. Data custodian: [Designation]



4.2.5.5 Data Classification - The procedures to carry out data classification, based on the sensitivity level and overall business impact to the organisation.



4.2.5.6 Data Protection and Handling - The following data protection and handling measures that are in place include:

· Protection of business-critical data through [password protection | encryption of data]

· Secure deletion of data from media before secure disposal

· Shredding of paper-based data (hard copy) before secure disposal





4.2.5.7 Data Loss Prevention - The following data loss prevention measures and controls that are in place to restrict the leakage and loss of confidential and/or sensitive data include:

· Disabling USB drives and enforcing policies on the use of external disks

· Imposing guidelines that should be adhered to by all the employees, e.g. Not sending any company information to private email address



4.2.5.8 Reporting of data breach and compromise - Suspected data breaches and compromise within the organisation should be reported to: [designation]







IT Acceptable Use Policy



4.2.6.1 Overview - The IT Acceptable Use Policy serves to govern and protect the IT resources and equipment in the organisation to minimise risks and damages as a result of improper or insecure usage.



4.2.6.2 Purpose - The purpose of this policy is to establish a framework consisting of the rules and guidelines to govern the organisation’s IT resources through proper and secure usage of the IT resources in the organisation. 



4.2.6.3 Scope - This policy applies to all employees and suppliers who have access to the organisation’s IT resources. The scope of the IT resources includes hardware and software connected to and accessed through the organisation’s network, e.g. printers, emails, mobile devices, etc.



4.2.6.4 General - General guidelines and rules of the Dos and Don’ts, e.g. do not engage in unlawful activities, tamper with the IT resources, etc.



4.2.6.5 Hardware - Specific guidelines and rules of the Dos and Don’ts when using and handling any in-scope hardware systems, e.g. 

· Do connect corporate devices to only trusted network connections when using them to access organisation data

· Do not leave your corporate devices unattended and unlocked

· Attach only approved USB devices to corporate devices



4.2.6.6 Software - Specific guidelines and rules of the Dos and Don’ts when using and handling any in-scope software and applications, e.g.

· Do not open email attachments or files downloaded from untrusted or unverified sources

· Do check that the software is licensed and supported by updates



4.2.6.7 Reporting of violation and security events - The user’s responsibilities in reporting any violations of the policy, or suspected security events, and in taking the necessary corrective actions.



4.2.6.8 Review Schedule - The frequency of when the policy should be reviewed and signed off with the version, date, and signature by senior management.



[bookmark: _Hlk98775417]Passphrase



4.2.7.1 Overview - A strong passphrase provides the first line of defence against unauthorised access to the organisation’s system, network, or data. A stronger passphrase provides better protection from hackers and malicious software.



4.2.7.2 Purpose - The purpose is to establish standards and guiding principles for setting strong passphrases.



4.2.7.3 Scope - This policy or guideline applies to all the accounts (e.g. service or privileged account) of systems and networks in the organisation.



4.2.8.1 General Guidelines - All systems-level passphrases (e.g. root, administrator accounts) must be changed at least every [90] days. All user-level passphrases (e.g. email, web) must be changed at least every [90] days, and the past [10] passphrases shall not be re-used.



4.2.7.4 Passphrase Requirement - All passphrases must conform to the prescribed guidelines. 



		No.

		Strong passphrase guiding principles

		Explanation



		1

		Passphrase is at least twelve characters long



		Having a longer passphrase is typically more secure than a complex passphrase as they are harder to brute force. Based on industry best practices and guidelines for security standards on password policy, it is recommended for passphrases to be at least twelve characters long. 



		2

		Passphrase is mixed with upper case, lower case, numbers, and/or special characters

		Having a complex passphrase can help to further increase the strength of a passphrase by expanding the possible combination. The passphrase can consist of upper case and lower-case letters, numbers and/or special characters in any order.



		3

		Passphrase is made up of five random words that are easy to remember

		A passphrase consisting of around five random words serves the same function to increase the strength of the passphrase by making it long and unpredictable, yet easy to remember.



		4

		Passphrase is unpredictable

		Using a default or predictable passphrase makes it easier for attackers to crack it by brute force. For example, one of the most commonly used passwords, ‘111111’, has been used over 13 million times in 2021.



		5

		Passphrase is unique for different accounts

		Using a passphrase that is unique across every account would mean that in the event of a passphrase compromise, the other accounts belonging to the same user would not be exposed to the risks, as compared to if they were all using the same passphrase. The trade-off is that the user would need to remember which passphrase was used for each account.



		7

		Passphrase need not be changed frequently unless it has been, or is suspected of being, compromised

		Excessive changing of passphrases can bring more harm than good, as users would constantly be forced to come up with new passphrases. They would also be more likely to come up with a predictable passphrase based on their old passphrase, e.g. increase the number sequentially from “password1” to “password2”. The trade-off is that an employee’s passphrase that has been compromised unknowingly can be used by cyber attackers for a prolonged period of time without anyone noticing.









4.2.7.5 Passphrase Protection - Passphrases must be protected from unauthorised disclosure, stored securely, and prevented from being transmitted in the open. Passphrases should not be

· Revealed to anyone, or on questionnaires or forms

· Written down and stored in an open area

· Stored in an unprotected file on computer system       



4.2.7.6 Passphrase Change

1. The passphrase needs to be changed and updated under these circumstances to ensure that access to user accounts is not being compromised.     

2. Immediately after installation, all default system and vendor passwords must be changed.

3. In the event of any suspected compromise, the account passphrases shall be changed.



[bookmark: _Hlk98775432]Software Patch Management



4.2.8.1 Overview - Software patch management is the process of distributing and applying updates to software. These patches are necessary to update, fix, or enhance the software, including fixing security vulnerabilities, as well as protecting software and operating systems from exploitation.



4.2.8.2 Purpose - The purpose is to secure the organisation by ensuring an appropriate patch management policy is in place.



4.2.8.3 Scope - This policy or guideline applies to all hardware and software used in the organisation’s systems.



4.2.8.4 Roles and Responsibilities - The roles and responsibilities of the employees involved in patch management:

1. 	Patch manager: [Designation or role in organisation]

2. 	End users



4.2.8.5 Patch Management Process - The patch management process includes the following:

1. Visiting official sources for vulnerabilities, patches, and updates.

2. Maintaining an up-to-date inventory of hardware and software assets to allow tracking of the latest patches.

3. Testing of patches. This would be done in a test environment before roll out to ensure that the production environment is not affected after the patch. For smaller organisations, it would be recommended to test the patches on the least critical servers that could be easily recovered in case of a system failure. 

4. Developing and implementing a patch schedule which includes automated and manual patching to ensure all patches are applied regularly and timely.

5. Monitoring of patches deployed to ensure that that there is no repercussion and the system or device patched is still functioning as it was before.









[bookmark: _Toc98777868]DATA CLASSIFICATION



		Data classes:

		Class 1 — Restricted

		Class 2 — Confidential

		Class 3 — Internal

		Class 4 — Public



		Definition

		Highly sensitive business data that are protected by law, used to identify a person, and if compromised, would put the organisation at significant financial risk



		Sensitive data that is only available for use by authorised employees and if compromised, would affect the operations of the organisation negatively

		Data that is only available to all employees and not meant for public disclosure

		Data that falls within the public domain and is freely available to everyone within and beyond the organisation



		Impact of loss

		Severe business disruption, loss of reputation, public backlash, and legal implications

		Moderate loss of reputation, public backlash, and public gaining knowledge of the organisation’s internal processes



		Low to medium business disruption

		Little to no business impact



		Examples

		Employee’s record, Personal Identifiable Information, financial statements, medical records, contracts

		Business plans and business strategy documents, network diagrams, application source codes

		Company announcements, newsletters, organisation charts



		Website information, press releases, marketing materials, contact information







[bookmark: _Hlk98775483]

[bookmark: _Toc98777869]SYSTEM AND NETWORK DIAGRAM



[Intentionally left blank]



[bookmark: _Toc98777870][bookmark: _Toc398208113][bookmark: _Toc397617019]ASSET INVENTORY MAP 



[bookmark: _Hlk54338050][Intentionally left blank]



[bookmark: _Toc398208115][bookmark: _Toc98777871][bookmark: _Toc397617021]MANAGING ACCESS & CORRECTION REQUESTS 



[bookmark: _Hlk54338075][Intentionally left blank]



[bookmark: _Toc98777872][bookmark: _Toc398208121][bookmark: _Toc397617030]NON-DISCLOSURE AGREEMENT



[Intentionally left blank]



[bookmark: _Toc98777873]ACCOUNT INVENTORY



[Intentionally left blank]



[bookmark: _Toc98777874] INCIDENT RESPONSE PLAN



[Intentionally left blank]



[bookmark: _Toc98777875]DATA BREACH MANAGEMENT PLAN



[Intentionally left blank]



[bookmark: _Toc98777876]USEFUL LINKS 

[bookmark: _Toc397617031]

· PDPC - Guide to Developing Data Protection Management Programme (DPMP) 

· PDPC - Guide on Managing and Notifying Data Breaches 

· PDPC - PDPA Assessment Tool for Organisations (PATO)

· PDPC - PDPA E-Learning Programme

· PDPC - Data Protection Notice Generator





		ANNEX A

		POLICY TEMPLATE FOR CUSTOMERS, EMPLOYEES AND JOB APPLICANTS 

		













		ANNEX B

		ASSET INVENTORY MAP (TEMPLATE)

		





		ANNEX C

		ACCESS REQUEST FORM (TEMPLATE)

		







		ANNEX D

		CORRECTION REQUEST FORM (TEMPLATE)

		







		ANNEX E

		NON-DISCLOSURE AGREEMENT (TEMPLATE)

		





		ANNEX F

		ACCOUNT INVENTORY (TEMPLATE) 

		





		ANNEX G

		INCIDENT RESPONSE PLAN (TEMPLTE)

		





		ANNEX H

		DATA BREACH MANAGEMENT PLAN (TEMPLATE)
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SAMPLE CLAUSES AND TEMPLATES FOR EMPLOYEES AND JOB APPLICANTS (published 17 October 2017)



 



NOTES AND INSTRUCTIONS FOR USE OF THIS TEMPLATE 
 



 
1. Please fill in the information indicated in square brackets (for example, in the opening 



paragraph of the template, please fill in the organisation’s name in place of “[name of 
organisation]”. 



 
2. Organisations wishing to use this template should ensure that the policies and processes 



described are aligned with their own internal policies and processes. For example, clause 6 of 
the template describes the general policy on collection and use of personal data. 



 
3. Organisations should consider whether any additional personal data should be listed in the 



examples provided in clauses 3 and 4 and whether any additional purposes should be listed in 
clauses 7 and 8, based on their particular employment practices and circumstances. Note that 
personal data should only be collected for reasonable purposes which have been notified to 
the individual in advance and for which the individual has consented, unless collection without 
consent is permitted or required under the PDPA or any other written law. 



4. This template Data Protection Policy is crafted broadly for general use and purposes, but may 
be adapted by the organisation to suit a more specific use and purpose, such as incorporating 
it as part of an employee handbook, or the organisation’s letter of appointment. This template 
Data Protection Policy contains general sample clauses which an organisation may adopt in 
respect of its employment and recruitment activities. Organisations who wish to use this 
template should review it and confirm whether it meets their requirements and whether any 
additional or alternative clauses may be required. Use of this template Policy does not mean 
that an organisation will be in compliance with the Personal Data Protection Act 2012 (“PDPA”) 
(or any other law). An organisation is encouraged to seek professional legal advice if it is 
uncertain of its obligations under the PDPA or if it requires assistance with the drafting of such 
a Policy for its particular purposes and context. 



 
5. Please refer to the advisory guidelines published by the PDPC at www.pdpc.gov.sg for more 



information about the PDPA and its requirements. 
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SAMPLE CLAUSES AND TEMPLATES FOR EMPLOYEES AND JOB APPLICANTS (published 17 October 2017)



DATA PROTECTION POLICY FOR EMPLOYEES AND JOB APPLICANTS 
 
This Data Protection Policy (“Policy”) sets out the basis upon which [name of organisation] (“we”, “us” 
or “our”) may collect, use, disclose or otherwise process personal data of employees and job 
applicants in accordance with the Personal Data Protection Act (“PDPA”). This Policy applies to 
personal data in our possession or under our control, including personal data in the possession of
organisations which we have engaged to collect, use, disclose or process personal data for our 
purposes. 
 



APPLICATION OF THIS POLICY  
 
1. This Policy applies to all persons engaged in a contract of service with us (whether on a part-



time, temporary or full-time basis) and interns and trainees working at or attached to us 
(collectively referred to as “employees”) as well as persons who have applied for any such 
position with us (“job applicants”), and all references to “employment” shall apply equally to 
internships and traineeships (as may be applicable). 



 



PERSONAL DATA 
 
2. As used in this Policy, “personal data” means data, whether true or not, about an employee 



or a job applicant who can be identified: (a) from that data; or (b) from that data and other 
information to which we have or are likely to have access.  



 
3. If you are a job applicant, personal data which we may collect includes, without limitation, 



your: 
 
(a) name or alias, gender, date of birth, nationality, and country and city of birth;  
(b) mailing address, telephone numbers, email address and other contact details; 
(c) resume, educational qualifications, professional qualifications and certifications and 



employment references; 
(d) employment and training history; 
(e) work-related health issues and disabilities; and 
(f) photographs. 



 
4. If you are an employee, personal data which we may collect in the context of your 



employment with us includes, without limitation, your:
 



(a) name or alias, gender, NRIC/FIN or passport number, date of birth, nationality, and 
country and city of birth;  



(b) mailing address, telephone numbers, email address and other contact details; 
(c) employment and training history; 
(d) salary information and bank account details; 
(e) details of your next-of-kin, spouse and other family members; 
(f) work-related health issues and disabilities; 
(g) records on leave of absence from work; 
(h) photographs and other audio-visual information; 
(i) performance assessments and disciplinary records; and 
(j) any additional information provided to us by you as a job applicant (that is, prior to 



being engaged as an employee). 
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5. Other terms used in this Policy shall have the meanings given to them in the PDPA (where the 
context so permits). 



 



COLLECTION, USE AND DISCLOSURE OF PERSONAL DATA
 
6. We generally collect personal data that (a) you knowingly and voluntarily provide in the course 



of or in connection with your employment or job application with us, or via a third party who 
has been duly authorised by you to disclose your personal data to us (your “authorised 
representative”, which may include your job placement agent), after (i) you (or your 
authorised representative) have been notified of the purposes for which the data is collected, 
and (ii) you (or your authorised representative) have provided written consent to the 
collection and usage of your personal data for those purposes, or (b) collection and use of 
personal data without consent is permitted or required by the PDPA or other laws. We shall 
seek your consent before collecting any additional personal data and before using your 
personal data for a purpose which has not been notified to you (except where permitted or 
authorised by law). 



 
7. If you are a job applicant, your personal data will be collected and used by us for the following 



purposes and we may disclose your personal data to third parties where necessary for the 
following purposes: 



 



(a) assessing and evaluating your suitability for employment in any current or prospective 
position within the organisation; and 



 
(b) verifying your identity and the accuracy of your personal details and other information 



provided. 
 



8. If you are an employee, your personal data will be collected and used by us for the following 
purposes and we may disclose your personal data to third parties where necessary for the 
following purposes:  



 
(a) performing obligations under or in connection with your contract of employment with 



us, including payment of remuneration and tax; 
  



(b) all administrative and human resources related matters within our organisation, 
including administering payroll, granting access to our premises and computer
systems, processing leave applications, administering your insurance and other 
benefits, processing your claims and expenses, investigating any acts or defaults (or 
suspected acts or defaults) and developing human resource policies; 
 



(c) managing and terminating our employment relationship with you, including
monitoring your internet access and your use of our intranet email to  investigate 
potential contraventions of our internal or external compliance regulations, and 
resolving any employment related grievances; 
 



(d) assessing and evaluating your suitability for employment/appointment or continued 
employment/appointment in any position within our organisation; 
 



(e) ensuring business continuity for our organisation in the event that your employment 
with us is or will be terminated;   
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(f) performing obligations under or in connection with the provision of our goods or 
services to our clients; 
 



(g) facilitating any proposed or confirmed merger, acquisition or business asset 
transaction involving any part of our organisation, or corporate restructuring process; 
and 
 



(h) facilitating our compliance with any laws, customs and regulations which may be 
applicable to us. 



 
9. The purposes listed in the above clauses may continue to apply even in situations where your 



relationship with us (for example, pursuant to a contract) has been terminated or altered in 
any way, for a reasonable period thereafter (including, where applicable, a period to enable 
us to enforce our rights under any contract with you).  



 



WITHDRAWING CONSENT BY JOB APPLICANTS 
 
10. The consent that you provide for the collection, use and disclosure of your personal data will 



remain valid until such time it is being withdrawn by you in writing. If you are a job applicant, 
you may withdraw consent and request us to stop using and/or disclosing your personal data 
for any or all of the purposes listed above by submitting your request in writing or via email 
to our Data Protection Officer at the contact details provided below. 



 
11. Upon receipt of your written request to withdraw your consent, we may require reasonable



time (depending on the complexity of the request and its impact on our relationship with you) 
for your request to be processed and for us to notify you of the consequences of us acceding 
to the same, including any legal consequences which may affect your rights and liabilities to 
us. In general, we shall seek to process and effect your request within ________ (XX)1 days of 
receiving it.



 
12. Whilst we respect your decision to withdraw your consent, please note that depending on the 



nature and extent of your request, we may not be in a position to process your job application 
(as the case may be). We shall, in such circumstances, notify you before completing the 
processing of your request (as outlined above). Should you decide to cancel your withdrawal 
of consent, please inform us in writing in the manner described in clause 10 above.   



 
13. Please note that withdrawing consent does not affect our right to continue to collect, use and 



disclose personal data where such collection, use and disclose without consent is permitted 
or required under applicable laws. 



 



ACCESS TO AND CORRECTION OF PERSONAL DATA 



14. If you wish to make (a) an access request for access to a copy of the personal data which we 
hold about you or information about the ways in which we use or disclose your personal data, 
or (b) a correction request to correct or update any of your personal data which we hold, you 
may submit your request in writing or via email to our Data Protection Officer at the contact 
details provided below.  
 



                                                             
1 A reasonable time frame should be set, and there should not be any unjustified delay in effecting the 
withdrawal request. Generally, as a rough gauge, the time frame to be indicated should stay within 30 days of 
the withdrawal request.    
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15. Please note that a reasonable fee may be charged for an access request. If so, we will inform 
you of the fee before processing your request.  



 



16. We will respond to your access request as soon as reasonably possible. Should we not be able 
to respond to your access request within thirty (30) days after receiving your access request, 
we will inform you in writing within thirty (30) days of the time by which we will be able to 
respond to your request. If we are unable to provide you with any personal data or to make a 
correction requested by you, we shall generally inform you of the reasons why we are unable 
to do so (except where we are not required to do so under the PDPA). 
 



17. Please note that depending on the request that is being made, we will only need to provide 
you with access to the personal data contained in the documents requested, and not to the 
entire documents themselves.2 In those cases, it may be appropriate for us to simply provide 
you with confirmation of the personal data that our organisation has on record, if the record 
of your personal data forms a negligible part of the document.   



 



PROTECTION OF PERSONAL DATA 
 
18. To safeguard your personal data from unauthorised access, collection, use, disclosure, copying, 



modification, disposal or similar risks, we have introduced appropriate administrative, 
physical and technical measures such as up-to-date antivirus protection, encryption and the 
use of privacy filters to secure all storage and transmission of personal data by us, and 
disclosing personal data both internally and to our authorised third party service providers 
and agents only on a need-to-know basis. 
 



19. You should be aware, however, that no method of transmission over the Internet or method 
of electronic storage is completely secure. While security cannot be guaranteed, we strive to
protect the security of your information and are constantly reviewing and enhancing our 
information security measures. 
 



ACCURACY OF PERSONAL DATA 
 
20. We generally rely on personal data provided by you (or your authorised representative). In 



order to ensure that your personal data is current, complete and accurate, please update us 
if there are changes to your personal data by informing our Data Protection Officer in writing 
or via email at the contact details provided below. 



 



RETENTION OF PERSONAL DATA
 
21. We may retain your personal data for as long as it is necessary to fulfil the purposes for which 



they were collected, or as required or permitted by applicable laws.  
 



22. We will cease to retain your personal data, or remove the means by which the data can be 
associated with you, as soon as it is reasonable to assume that such retention no longer serves 
the purposes for which the personal data were collected, and are no longer necessary for legal 
or business purposes. 



 



                                                             
2 For example, the organisation may not be obliged to provide the employee with access to the disciplinary 
records, investigations reports, or decisions to terminate, that the organisation has created for evaluative 
purposes of the employee.   
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TRANSFERS OF PERSONAL DATA OUTSIDE OF SINGAPORE 
 



23. We generally do not transfer your personal data to countries outside of Singapore. However, 
if we do so, we will obtain your consent for the transfer to be made and will take steps to 
ensure that your personal data continues to receive a standard of protection that is at least 
comparable to that provided under the PDPA.
 



DATA PROTECTION OFFICER 



24. You may contact our Data Protection Officer if you have any enquiries or feedback on our 
personal data protection policies and procedures; or if you wish to make any request, in the 
following manner:  
 
[insert DPO’s contact details including, where applicable, address, email address and 
telephone number].  
 



EFFECT OF POLICY AND CHANGES TO POLICY
 
25. This Policy applies in conjunction with any other policies, notices, contractual clauses and 



consent clauses that apply in relation to the collection, use and disclosure of your personal 
data by us. 
 



26. We may revise this Policy from time to time without any prior notice. You may determine if 
any such revision has taken place by referring to the date on which this Notice was last 
updated. Your continued employment and participation in our recruitment process constitute 
your acknowledgement and acceptance of such changes.  



 
Effective date:  [●] 
Last updated: [●]  



 



 



 



 
CONSENT CLAUSE FOR EMPLOYEES 



(TO BE INSERTED IN EMPLOYMENT CONTRACT OR OTHER FORM) 
 
 
You acknowledge that you have read and understood [the organisation’s Data Protection Policy for 
Employees] (the “Policy”), and consent to the collection, use and disclosure of your personal data by 
[the organisation] for the purposes set out in the Policy. You may withdraw consent for such collection, 
use and disclosure, and make an access or correction request in respect of your personal data, in 
accordance with the Policy. 
 
 
 



 



  











 



8 
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CONSENT CLAUSE FOR JOB APPLICANTS 
(TO BE INSERTED IN EMPLOYMENT APPLICATION FORM OR SIMILAR FORM) 



 
 
By signing this form,  
 
(a) you acknowledge that you have read, understood and agreed to the above Policy, and consent 



to the collection, use and/or disclosure of your personal data by us for the purposes set out 
in the Policy; and 
 



(b) in the event that we have received your job application or personal data from any third party 
pursuant to the purposes set out in the Policy, you warrant that such third party has been duly 
authorised by you to disclose your personal data to us for the purposes set out in the Policy. 
 



Name : ____________________________________________________________________________ 
 
Signature & Date : ___________________________________________________________________ 
 



END OF DOCUMENT 



 



 



 



 



 



 



 



 



 



Copyright 2017 – Personal Data Protection Commission Singapore (PDPC) 



 
This publication provides sample clauses and templates with a focus on the personal data protection law in Singapore. The
contents herein are not intended to be an authoritative statement of the law or a substitute for legal or other professional 
advice. The PDPC and its members, officers and employees shall not be responsible for any inaccuracy, error or omission in 
this publication or liable for any damage or loss of any kind as a result of any use of or reliance on this publication.  



 
The contents of this publication are protected by copyright, trademark or other forms of proprietary rights and may not be 
reproduced, republished or transmitted in any form or by any means, in whole or in part, without written permission. 
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SAMPLE CLAUSES AND TEMPLATES FOR CUSTOMERS (published 17 October 2017) 



NOTES AND INSTRUCTIONS FOR USE OF THIS TEMPLATE 
 



 
1. Please fill in the information indicated in square brackets (for example, in the opening 



paragraph of the template, please fill in the organisation’s name in place of “[name of 
organisation]”. 



 
2. Organisations wishing to use this template should ensure that the policies and processes 



described are aligned with their own internal policies and processes. For example, clause 4 of 
the template describes the general policy on collection and use of personal data. 



 
3. Organisations should consider whether any additional personal data should be listed in the 



examples provided in clause 2 and whether any additional purposes should be listed in clauses 
5 and 6, based on their particular business practices and circumstances. Note that personal 
data should only be collected for reasonable purposes which have been notified to the 
individual in advance and for which the individual has consented, unless collection without 
consent is permitted or required under the PDPA or any other written law. 
 



4. This template Data Protection Policy is crafted broadly for general use and purposes, but may 
be adapted by the organisation to suit a more specific use and purpose, such as incorporating 
it as part of the organisation’s website policies, or as part of the organisation’s pro forma 
invoice or purchase order. This template Data Protection Notice contains general sample 
clauses which an organisation supplying and marketing goods or services (or both) to 
customers in Singapore who are individuals may adopt. Organisations who wish to use this 
template should review it and confirm whether it meets their requirements and whether any 
additional or alternative clauses may be required. Use of this template Notice does not mean 
that an organisation will be in compliance with the Personal Data Protection Act 2012 (“PDPA”) 
(or any other law). An organisation is encouraged to seek professional legal advice if it is 
uncertain of its obligations under the PDPA or if it requires assistance with the drafting of such 
a Notice for its particular purposes and context. 



 
5. Please refer to the advisory guidelines published by the PDPC at www.pdpc.gov.sg for more 



information about the PDPA and its requirements.
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DATA PROTECTION NOTICE 
 
This Data Protection Notice (“Notice”) sets out the basis which [name of organisation] (“we”, “us”, or 
“our”) may collect, use, disclose or otherwise process personal data of our customers in accordance 
with the Personal Data Protection Act (“PDPA”). This Notice applies to personal data in our possession 
or under our control, including personal data in the possession of organisations which we have
engaged to collect, use, disclose or process personal data for our purposes.  
 



PERSONAL DATA   
 



1. As used in this Notice: 
 
“customer” means an individual who (a) has contacted us through any means to find out more 
about any goods or services we provide, or (b) may, or has, entered into a contract with us for 
the supply of any goods or services by us; and 
 
“personal data” means data, whether true or not, about a customer who can be identified: 
(a) from that data; or (b) from that data and other information to which we have or are likely 
to have access.  
 



2. Depending on the nature of your interaction with us, some examples of personal data which 
we may collect from you include your name and identification information such as your NRIC 
number, contact information such as your address, email address or telephone number, 
nationality, gender, date of birth, marital status, photographs and other audio-visual 
information, employment information and financial information such as credit card numbers, 
debit card numbers or bank account information.   



 
3. Other terms used in this Notice shall have the meanings given to them in the PDPA (where the 



context so permits). 
  



COLLECTION, USE AND DISCLOSURE OF PERSONAL DATA 
 
4. We generally do not collect your personal data unless (a) it is provided to us voluntarily by you 



directly or via a third party who has been duly authorised by you to disclose your personal 
data to us (your “authorised representative”) after (i) you (or your authorised representative) 
have been notified of the purposes for which the data is collected, and (ii) you (or your 
authorised representative) have provided written consent to the collection and usage of your 
personal data for those purposes, or (b) collection and use of personal data without consent 
is permitted or required by the PDPA or other laws. We shall seek your consent before 
collecting any additional personal data and before using your personal data for a purpose 
which has not been notified to you (except where permitted or authorised by law). 



5. We may collect and use your personal data for any or all of the following purposes: 



 
(a) performing obligations in the course of or in connection with our provision of the 



goods and/or services requested by you;   
 



(b) verifying your identity; 
 



(c) responding to, handling, and processing queries, requests, applications, complaints, 
and feedback from you; 
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(d) managing your relationship with us;  
 



(e) processing payment or credit transactions; 
 



(f) sending your marketing information about our goods or services including notifying 
you of our marketing events, initiatives and promotions, lucky draws, membership 
and rewards schemes and other promotions; 
 



(g) complying with any applicable laws, regulations, codes of practice, guidelines, or rules, 
or to assist in law enforcement and investigations conducted by any governmental 
and/or regulatory authority; 
 



(h) any other purposes for which you have provided the information; 
 



(i) transmitting to any unaffiliated third parties including our third party service 
providers and agents, and relevant governmental and/or regulatory authorities, 
whether in Singapore or abroad, for the aforementioned purposes; and
 



(j) any other incidental business purposes related to or in connection with the above. 
 



6. We may disclose your personal data: 



(a) where such disclosure is required for performing obligations in the course of or in 
connection with our provision of the goods or services requested by you; or 
 



(b) to third party service providers, agents and other organisations we have engaged to 
perform any of the functions listed in clause 5 above for us. 



 
7. The purposes listed in the above clauses may continue to apply even in situations where your 



relationship with us (for example, pursuant to a contract) has been terminated or altered in 
any way, for a reasonable period thereafter (including, where applicable, a period to enable 
us to enforce our rights under any contract with you). 



 



WITHDRAWING YOUR CONSENT  
 
8. The consent that you provide for the collection, use and disclosure of your personal data will 



remain valid until such time it is being withdrawn by you in writing. You may withdraw consent 
and request us to stop using and/or disclosing your personal data for any or all of the purposes 
listed above by submitting your request in writing or via email to our Data Protection Officer 
at the contact details provided below. 
 



9. Upon receipt of your written request to withdraw your consent, we may require reasonable 
time (depending on the complexity of the request and its impact on our relationship with you) 
for your request to be processed and for us to notify you of the consequences of us acceding 
to the same, including any legal consequences which may affect your rights and liabilities to 
us. In general, we shall seek to process your request within ten (10) business days of receiving 
it.  
 



10. Whilst we respect your decision to withdraw your consent, please note that depending on the 
nature and scope of your request, we may not be in a position to continue providing our goods 
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or services to you and we shall, in such circumstances, notify you before completing the 
processing of your request. Should you decide to cancel your withdrawal of consent, please 
inform us in writing in the manner described in clause 8 above.  
 



11. Please note that withdrawing consent does not affect our right to continue to collect, use and 
disclose personal data where such collection, use and disclose without consent is permitted 
or required under applicable laws. 



 



ACCESS TO AND CORRECTION OF PERSONAL DATA 
 
12. If you wish to make (a) an access request for access to a copy of the personal data which we 



hold about you or information about the ways in which we use or disclose your personal data, 
or (b) a correction request to correct or update any of your personal data which we hold about 
you, you may submit your request in writing or via email to our Data Protection Officer at the 
contact details provided below.  
 



13. Please note that a reasonable fee may be charged for an access request. If so, we will inform 
you of the fee before processing your request.  



 
14. We will respond to your request as soon as reasonably possible. Should we not be able to 



respond to your request within thirty (30) days after receiving your request, we will inform
you in writing within thirty (30) days of the time by which we will be able to respond to your 
request. If we are unable to provide you with any personal data or to make a correction 
requested by you, we shall generally inform you of the reasons why we are unable to do so 
(except where we are not required to do so under the PDPA). 



PROTECTION OF PERSONAL DATA 
 
15. To safeguard your personal data from unauthorised access, collection, use, disclosure, copying, 



modification, disposal or similar risks, we have introduced appropriate administrative, 
physical and technical measures such as up-to-date antivirus protection, encryption and the 
use of privacy filters to secure all storage and transmission of personal data by us, and 
disclosing personal data both internally and to our authorised third party service providers 
and agents only on a need-to-know basis.  
 



16. You should be aware, however, that no method of transmission over the Internet or method 
of electronic storage is completely secure. While security cannot be guaranteed, we strive to 
protect the security of your information and are constantly reviewing and enhancing our 
information security measures. 
 



ACCURACY OF PERSONAL DATA 
 
17. We generally rely on personal data provided by you (or your authorised representative). In 



order to ensure that your personal data is current, complete and accurate, please update us 
if there are changes to your personal data by informing our Data Protection Officer in writing 
or via email at the contact details provided below. 



 



RETENTION OF PERSONAL DATA  
 
18. We may retain your personal data for as long as it is necessary to fulfil the purpose for which 



it was collected, or as required or permitted by applicable laws. 
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19. We will cease to retain your personal data, or remove the means by which the data can be 



associated with you, as soon as it is reasonable to assume that such retention no longer serves 
the purpose for which the personal data was collected, and is no longer necessary for legal or 
business purposes. 



 



TRANSFERS OF PERSONAL DATA OUTSIDE OF SINGAPORE 
 
20. We generally do not transfer your personal data to countries outside of Singapore. However, 



if we do so, we will obtain your consent for the transfer to be made and we will take steps to 
ensure that your personal data continues to receive a standard of protection that is at least 
comparable to that provided under the PDPA. 



 



DATA PROTECTION OFFICER 
 
21. You may contact our Data Protection Officer if you have any enquiries or feedback on our 



personal data protection policies and procedures, or if you wish to make any request, in the 
following manner:  
 
[insert DPO’s contact details including, where applicable, address, email address and 
telephone number]. 
 



EFFECT OF NOTICE AND CHANGES TO NOTICE 
 
22. This Notice applies in conjunction with any other notices, contractual clauses and consent 



clauses that apply in relation to the collection, use and disclosure of your personal data by us. 
 



23. We may revise this Notice from time to time without any prior notice. You may determine if 
any such revision has taken place by referring to the date on which this Notice was last 
updated. Your continued use of our services constitutes your acknowledgement and 
acceptance of such changes.  



 
Effective date :  [●] 
Last updated :  [●] 



 
 



 
 



ACKNOWLEDGEMENT AND CONSENT 
 



I acknowledge that I have read and understood the [above Data Protection Notice], and consent to 



the collection, use and disclosure of my personal data by [name of organisation] for the purposes set 



out in the Notice.  



Please tick the relevant boxes below if you agree to receive the following marketing materials:



□ I do not wish to receive any marketing information.
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□ I would like to receive information about the goods and services which may be provided by 



[name of organisation], including (but not limited to) offers, promotions and information 



about new goods and services, via the following channels:  



 □ newsletter 



 □ email 



 □ text message 



 □ telephone call 



 



Name : ____________________________________________________________________________  



Signature & Date : ___________________________________________________________________ 



 



 



END OF DOCUMENT 



 



 



 



 



 



 



 



 



 



 



Copyright 2017 – Personal Data Protection Commission Singapore (PDPC) 



 
This publication provides sample clauses and templates with a focus on the personal data protection law in Singapore. The 
contents herein are not intended to be an authoritative statement of the law or a substitute for legal or other professional 
advice. The PDPC and its members, officers and employees shall not be responsible for any inaccuracy, error or omission in 
this publication or liable for any damage or loss of any kind as a result of any use of or reliance on this publication.  



 
The contents of this publication are protected by copyright, trademark or other forms of proprietary rights and may not be 
reproduced, republished or transmitted in any form or by any means, in whole or in part, without written permission. 
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Personal Data 


			Personal Data Inventory 																																																																														Issues, Vulnerabilities, Weaknesses


																					Collection												Storage																		Usage within Organisation						Transfer/Disclosure to External Parties																		Retention & Disposal


																																	Within Department						Other Department						Third Party												Within Singapore									Outside Singapore


			No.			Department 			Data Subject			Personal  Data Types			Data Classification			Consent collection			Collection Purpose - why Organisation collects personal data			Data Owner			Collection Source			Collection Medium			Physical Storage			Electronic Storage			Physical Storage			Electronic Storage			Physical Storage			Electronic Storage			Users of Personal Data and Purpose of Usage			Access to Personal Data by Departments			External Parties and Purpose of Transfer/ Disclosure			Types of Personal Data			Transfer Mode			External Parties and Purpose of Transfer/ Disclosure			Types of Personal Data			Transfer Mode			Retention Period			Disposal Methods


			1


			2


			3


			4


			5


			6


			7


			8


			9


			10








Sensitive Data 


			Sensitive / Business Critical Data Inventory


			Description of Data						Asset Classification						Asset Location						Retention Period


			Description of the data asset						Grouping of assets based on sensitivity level and impact of compromise						Location where the asset resides at in the organisation						The duration the asset should be kept and retained b the organisation 


			e.g. Customer's phone number						e.g. Confidential 						e.g. Database						e.g. Retained for 14 days before carrying out destruction














































































































Hardware 


			Hardware Assets Inventory 


			No.			Hardware Name/Model			Asset Tag/Serial Number			Asset Type			Asset Location			Network Address			Asset Owner			Asset Classification			Department			Approval/ Authorised Date			End of Support (EOS) Date


						Name and model of the asset			Unique identifier for the asset			Grouping of assets based on its characteristics and function 			Location where the asset is situated in the organisation			The IP or MAC address of the asset			Personnel responsible for overseeing and maintaining the asset			Grouping of assets based on sensitivity level and impact of compromise			The department using this asset			Date when the asset has been approved and authorised for use			Date when the asset will no longer receive support from the product vendor


						e.g. ASA5505-BUN-K9 Cisco ASA 5505 Firewall			e.g. FW2000001			e.g. Firewall			e.g. Data Centre 1, Serangoon North Ave 5			e.g. 00:17:C5:E1:T7:4Y			e.g. IT Infra Manager			e.g. Critical			e.g. Network			e.g. 1/1/2022			e.g. 10/1/2030


			1


			2


			3


			4


			5


			6


			7


			8


			9


			10












































Software 


			Software Assets Inventory 


			No.			Software Name			Software Publisher			Software Version			Business Purpose			Asset Classification			Approval/ Authorised Date			End of Support (EOS) Date


						Name of the asset			The publishing company of the asset 			Version of the asset			The purpose and use of the asset			Grouping of assets based on sensitivity level and impact of compromise			Date when the asset has been approved and authorised for use			Date when the asset will no longer receive support from the product vendor


						e.g. Oracle Fusion Cloud ERP			e.g. Oracle			e.g. Version 1.3			e.g. Financial accounting			e.g. Internal			e.g. 10/10/2022			1/1/30


			1


			2


			3


			4


			5


			6


			7


			8


			9


			10
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Personal  



Data Types



1
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Personal Data Inventory 
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ACCESS REQUEST FORM





			I.	APPLICATION TO ACCESS PERSONAL DATA





			1. Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to request for your personal data that we have, and request to know how your personal data has been used or disclosed over the past year.





2. Please complete this form and submit it to:


<Please specify any other modes to submit an access request below>





			In person or by post: Data Protection Officer Organisation ABC


ABC Complex 123, ABC Road


Singapore 123456


			Alternatively, you can email the completed form to us:


DPO@abc.com.sg





			II.	PARTICULARS OF REQUESTOR





			<For this section, please determine the types of information your organisation requires in


order to process the access request, including any documentation required to establish that the requestor is legally authorised to act on behalf the other individual(s)>





			Name of requestor:





			Contact number:


			Email address:





			Please check the applicable box(es):


· I am making an access request for my own personal data


· I am making an access request on behalf of other individual(s)





			Please complete this section if you are making an access request on behalf of other individual(s)





			Name of other individual(s) whom you are making an access request on behalf of:





			Contact number:


			Email address:





			III.	DESCRIPTION OF THE PERSONAL DATA REQUESTED





			To enable us to process your access request quickly and efficiently, please provide us with as much information as possible about the personal data you are requesting access to (e.g. type of personal data, date, time).














GUIDE TO HANDLING ACCESS REQUESTS
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			IV.	DECLARATION





			By submitting this form, I confirm that the information stated above is true, complete and accurate to the best of my knowledge and belief.





			




















Name & Signature


			




















Date (DD/MM/YYYY)











Additional Notes:





· If there are terms and conditions for services that your organisation may provide to the individual in conjunction with the access requests (e.g. reproduction costs depending on the number of copies requested), please provide these to the individual together with this form. However, please note that organisations cannot limit their obligations to provide access through contractual terms and any fee should be reasonable. Individuals may apply to the Commission for review if an organisation does not comply with its obligation to provide access or if the fee charged by the organisation to respond to the access request is not reasonable.


· If the information is lengthy, please consider directing the requestor to other channels of information. For example, you may wish to consider if it would be appropriate to provide the terms and conditions on a separate page or your organisation’s website.





<Proof of identity>


· If an individual is making an access request for his/her own personal data, what form(s) of proof of identity or documentation does your organisation require or accept?


· If the applicant is making an access request on behalf of another individual, what form(s) of proof of identity or documentation does your organisation require or accept?





<Fees>


· Please make clear if your organisation charges a fee for an access request, and how your organisation will inform the individual of any applicable fees.


· What mode and/or term(s) of payment does your organisation accept?





<Processing>


· Please make clear the processing time for an access request, and how does your organisation inform the individual if it requires more time to process the access request?





<Denial of access request>


· Please make clear if there are any circumstances where your organisation does not grant an access request. For example, prohibitions or exceptions that are provided under the PDPA or other written law.








[bookmark: _bookmark9]ANNEX B:	SAMPLE ACKNOWLEDGEMENT FORM


ACKNOWLEDGEMENT OF PERSONAL DATA RECEIVED FOR AN ACCESS REQUEST





			Reference Number:





			Name of Recipient:





			Contact Details:











			No


			Document/Material


			Date Received





			1


			


			





			2


			


			





			3


			


			





			4


			


			





			5


			


			











			




















Signature of Recipient


			




















Date (DD/MM/YYYY)














			For Internal Use Only





			Staff of organisation handling access request:





			Date:


			Time:
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CORRECTION REQUEST FORM





			I.	APPLICATION FOR PERSONAL DATA CORRECTION





			1. Under the Personal Data Protection Act 2012 (“PDPA”), you are entitled to correct personal data that we have collected from you.





2. Please complete this form and submit it to:


<Please specify any other modes to submit an access request below>





			In person or by post: Data Protection Officer Organisation ABC


ABC Complex 123, ABC Road


Singapore 123456


			Alternatively, you can email the completed form to us:


DPO@abc.com.sg





			II.	PARTICULARS OF REQUESTOR





			<For this section, please determine the types of information your organisation requires in


order to process the access request, including any documentation required to establish that the requestor is legally authorised to act on behalf the other individual(s)>





			Name of requestor:





			Contact number:


			Email address:





			Please check the applicable box(es):


· I am making an access request for my own personal data


I am making an access request on behalf of other individual(s)


· I am making an correction request for my own personal data


· I am making an Correction request on behalf of other individual(s)





			Please complete this section if you are making an access request on behalf of other individual(s)





			Name of other individual(s) whom you are making an access request on behalf of:





			Contact number:


			Email address:





			III.	DESCRIPTION OF THE PERSONAL DATA TO BE ACCESSED or CORRECTED





			To enable us to process your access request quickly and efficiently, please provide us with as much information as possible about the personal data you are requesting access to (e.g. type of personal data, date, time).














GUIDE TO HANDLING ACCESS REQUESTS
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			IV.	DECLARATION





			By submitting this form, I confirm that the information stated above is true, complete and accurate to the best of my knowledge and belief.





			




















Name & Signature


			




















Date (DD/MM/YYYY)











Additional Notes:





· If there are terms and conditions for services that your organisation may provide to the individual in conjunction with the access requests (e.g. reproduction costs depending on the number of copies requested), please provide these to the individual together with this form. However, please note that organisations cannot limit their obligations to provide access through contractual terms and any fee should be reasonable. Individuals may apply to the Commission for review if an organisation does not comply with its obligation to provide access or if the fee charged by the organisation to respond to the access request is not reasonable.


· If the information is lengthy, please consider directing the requestor to other channels of information. For example, you may wish to consider if it would be appropriate to provide the terms and conditions on a separate page or your organisation’s website.





<Proof of identity>


· If an individual is making an access request for his/her own personal data, what form(s) of proof of identity or documentation does your organisation require or accept?


· If the applicant is making an access request on behalf of another individual, what form(s) of proof of identity or documentation does your organisation require or accept?





<Fees>


· Please make clear if your organisation charges a fee for correction request, and how your organisation will inform the individual of any applicable fees.


· What mode and/or term(s) of payment does your organisation accept?





<Processing>


· Please make clear the processing time for an access request, and how does your organisation inform the individual if it requires more time to process the access request?





<Denial of correction request>


· Please make clear if there are any circumstances where your organisation does not grant an access request. For example, prohibitions or exceptions that are provided under the PDPA or other written law.








[bookmark: _bookmark9]ANNEX B:	SAMPLE CORRECTION ACKNOWLEDGEMENT FORM


ACKNOWLEDGEMENT OF PERSONAL DATA CORRECTION REQUEST





			Reference Number:





			Name of Recipient:





			Contact Details:











			No


			Document/Material


			Date Received





			1


			


			





			2


			


			





			3


			


			





			4


			


			





			5


			


			











			




















Signature of Recipient


			




















Date (DD/MM/YYYY)














			For Internal Use Only





			Staff of organisation handling access request:





			Date:


			Time:
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Non-Disclosure Agreement 





			*Disclaimer: This template is a sample reference and is not meant to be used as it is. Enterprises should tailor it to fit their specific needs/requirements before using it.





<Overview>


To protect and prevent the use and disclosure of the business’s confidential information by a third party





<Purpose>


The purpose is to lay out the obligations and exceptions to obligations of the recipient party





<Scope>


1. Parties involved: It applies to every party who signed the Non-disclosure Agreement for all confidential information of the business


2. Clauses of agreement: Rules and principles for the confidentiality of the information to be exchanged


<Timeframe>


The timeframe for which the agreement is effective





<Sign Off>


The sign offs from the recipient party
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Account Inventory


			Account Inventory List








			No.			Name			Username/email			Department			Role / Account Type 			Date of Access Created 			Last Logon Date


						Name of the employee/ account			Unique ID/username for the account or email address 			Department of the employee			Account role/     type e.g. Administrator, service account			Date when the access was created			Date when the account was last logged on


						e.g. Tan Ah Hock			e.g. Hock12			e.g. Logistics			e.g. Operator account			e.g. 12/10/2022			e.g. 20/10/2022


			1


			2


			3


			4


			5


			6


			7


			8


			9


			10











1



2



3



4



5



A



B



C



No.



Name



Username/email



Name of the 



employee/ 



account



Unique 



ID/username for 



the account or 



email address 



Account Inventory List
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Incident Response Plan 





			*Disclaimer: This template is a sample reference and is not meant to be used as it is. Enterprises should tailor it to fit their specific needs/requirements before using it. Text indicated in square brackets [] may vary from organisation to organisation.





<Change Log>


A record of all the change details, e.g. change log number, changes made, name of personnel making the change, date, etc.








			1.	Preparation


Preparation for an incident response is not just about preparing to handle an incident when it happens. It also entails the prevention of incidents by ensuring that systems, networks, and applications are sufficiently secure.





			Preparing to handle incidents 


			Identify key contact information:


◻ Designate an incident response handler within your organisation


◻ Designate a data breach management team within your organisation. The team should comprise specific individual(s) with expertise


in handling data breaches, the data protection officer (“DPO”), and a senior management representative


◻ Appoint a third-party incident response provider


◻ Contacts for product/service vendor(s)


◻ Regulatory bodies


◻ Law enforcement agencies


◻ SingCERT


◻ Clients


◻ Personal Data Protection Commission (PDPC) (if an organisation collects, uses and/or discloses individuals’ personal data)


◻ Others: ________








			Recognising possible attack vectors


			Organisations should generally be prepared to handle any incidents, including data breaches. They can first identify and understand the types of attacks that could affect the organisation (which may also result in a data breach), then develop action plans to deal with each type of attack.





Common attack vectors or entry points that threat actors may use are     :


◻ Malware


◻ Phishing


◻ Distributed denial of service


◻ Ransomware


◻ Data breach


◻ Data corruption


◻ Poorly designed web applications


◻ Misconfigured systems


◻ Internet downloads


◻ Poor cyber hygiene practices (e.g. use of weak or default passwords, use of outdated software, etc.)


◻ Human lapses


◻ Authorised third parties 


◻ Others: ________





Possible activities that may result in a data breach include but are not limited to:


◻ Hacking, ransomware, distributed denial of service incidents or unauthorised access to databases containing personal data


◻ Unauthorised modification or deletion of personal data


◻ Theft of computer notebooks, data storage devices or paper records containing personal data


◻ Scams (e.g., phishing attacks) that trick organisations into releasing personal data of individuals


◻ Loss of computer notebooks, data storage devices, or paper records containing personal data


◻ Sending personal data to a wrong email or physical address, or disclosing personal data to a wrong recipient


◻ Unauthorised access or disclosure of personal data by employees


◻ Improper disposal of personal data (e.g. hard disk, storage media or paper documents containing personal data sold or discarded before data is properly deleted) 


◻ Others: ________








			[bookmark: _heading=h.2et92p0]Reviewing possible sources of precursors and indicators 





			◻ Security software (e.g. Intrusion Detection Systems [IDS], Security Information and Events Management System [SIEM], anti-virus software, third party monitoring services, etc.)


◻ Logs (e.g. operating system logs, service and application logs, network device logs, netflow logs, etc.)


◻ Publicly available information (e.g. SingCERT alerts, alerts from products/services vendors on vulnerabilities, etc.)


◻ People from your organisation


◻ Others: ________








			Develop, communicate, and exercise the plans


			Develop relevant plans:


◻ Prevention and detection plans


◻ Containment, eradication, and recovery plans


◻ Crisis management and communications plans


◻ Business continuity plans 


◻ Data breach management plans


◻ Others: ________





Action plans developed to respond to common incidents should be accessible, and any updates should be communicated to relevant parties (e.g. employees, vendors, etc.):     


◻ Communications with employees and key stakeholders


◻ User awareness and training


◻ Regular reviews and updates of plans (e.g. when systems are onboarded, to new hires, or at regular scheduled intervals)


◻ Walk-through/exercise the plans


◻ Others: ________








			2.	Detection and Analysis


The detection and analysis of an incident is the first step to identifying an incident and understanding its impact and severity.





			Making an initial assessment and prioritising the next steps


			◻ Correlate events against the baseline to determine if an incident has occurred


◻ Check incidents against known threats precursors and indicators


◻ Make an initial assessment of the scope and nature of the incident, particularly whether it is a malicious act or a technological glitch


◻ Prioritise the incident handling activities, including whether to activate crisis management, and crisis communications plans


◻ Others: ________





If a data breach has been discovered/is suspected to have occurred, the data breach management team will conduct an initial assessment to determine the severity of the data breach. The initial assessment should include the following considerations:


◻ Cause of the data breach and whether the breach is still ongoing


◻ Number of affected individuals


◻ Type(s) of personal data involved


◻ The affected systems, servers, databases, platforms, services, etc.


◻ Whether help is required to contain the breach


◻ The remediation action(s) that the organisation has taken or needs to take to reduce any harm to affected individuals resulting from the breach


◻ Others: ________








			Gathering evidence


			Evidence gathering may serve two purposes – incident resolution and legal proceedings. Some of the evidence that need to be documented include:


◻ Summary of the incident


◻ Incident indicators


◻ System events


◻ Actions taken during the incident


◻ Logs of affected systems


◻ Forensic copies of affected systems


◻ Others: ________








			Knowing your stakeholders and/or fiduciary obligations


			Notify relevant stakeholders and affected parties


◻ Board of Directors


◻ Regulators, law enforcement and other government agencies (SPF, CSA, SGX, PDPC etc.)


◻ Clients


◻ Media


◻ Others: ________





An organisation should act swiftly as soon as it is aware of a data breach, whether suspected or confirmed. 


◻ Upon the discovery of a data breach (suspected or confirmed), staff are to report the breach to the Business Unit (BU) heads. 


◻ BU heads are to inform the Data Protection Officer (DPO) regarding the potential data breach. 


◻ DPO is to activate the data breach management team and update senior management on the potential data breach.


◻ Others: ________








			3.	Containment, Eradication & Recovery


This is one of the most critical stages of incident response. The strategy for containment and recovery is based on the information and indicators of compromise gathered during the analysis phase. The threat needs to be thoroughly eradicated before normal operations can resume to minimise subsequent repeated disruptions.





			Developing a Containment Strategy


			Containment strategies vary depending on the type of incident, and a strategy should be developed for different incident types to contain the incident/data breach and minimise damage. Some of the more common strategies are:


◻ Isolate all or parts of the compromised network by disconnecting all affected systems


◻ Re-route or filter network traffic


◻ Prevent further unauthorised access to the system. Disable or reset the passwords of compromised user accounts


◻ Isolate the causes of the data breach in the system, and where applicable, change the access rights to the compromised system


◻ Firewall filtering


◻ Close vulnerable ports and mail servers


◻ Block further unauthorised access to the system


◻ Stop the identified practices that led to the data breach


◻ Establish whether the lost data can be recovered and implement further action to minimise any harm caused (e.g. remotely disabling a lost notebook containing a personal data of individuals, recalling an email that has been accidentally sent or forwarded etc.)


◻ Others: ________








			Eradicating the threat


			After containing the incident, eradication may be necessary to eliminate all traces of the incident. This may include:


◻ Wiping out the malware


◻ Disabling breached user accounts


◻ Patching vulnerabilities that were exploited. This should be applied to all affected hosts within the organisation


◻ Others: ________





			Assessing the data breach


			If a data breach has occurred, upon the containment of the data breach, the data breach management team shall conduct an in-depth assessment of the data breach, the success of its containment action(s) taken, and the efficacy of any technological protection applied on the personal data involved in the data breach. 





The data breach management team shall consider the following in the assessment of the data breach:


◻ Context of the data breach 


◻ Ease of identifying individuals from the compromised data 


◻ Circumstances of the data breach     





Crucially, the organisation will also have to determine if it is required to notify the PDPC and/or affected individuals of the breach as required by the PDPA. 








			Reporting data breaches to PDPC


			In the case of a data breach, the DPO shall notify relevant stakeholders and affected parties from the time the data breach management team has determined that the data breach is notifiable under the PDPA. 


◻ Regulators, law enforcement and other government agencies, such as the PDPC, as soon as practicable, but in any case, no later than three (3) calendar days


◻Affected individuals as soon as practicable, at the same time or after notifying the PDPC


◻ Others:	





Note: Organisations may refer to the PDPC’s Guide on Managing and Notifying Data Breaches under the PDPA for more information. 








			Taking steps towards recovery


			This may entail:


◻ Restoring systems from backups


◻ Rebuilding systems from scratch


◻ Changing passwords (both administrators and users)


◻ Tightening network perimeter security


◻ Confirming the integrity of business systems and controls


◻ Others: ________





			Monitoring and maintaining vigilance 


			◻ Continue to monitor the network for any anomalous activity or signs of intrusion


◻ Depending on the incident, organisations may need to consider higher levels of system logging or network monitoring


◻ Others: ________





			4.	Post-Incident Review


Organisations should proactively review their plans and response activities to identify and resolve deficiencies and strengthen their security posture.





			Conducting post-incident review


			◻ Identify and resolve deficiencies in systems and processes that led to the incident


◻ Identify and resolve deficiencies in planning and execution of your incident response plan 


◻ Assess if additional security measures are needed to strengthen the security posture of your organisation


◻ Communicate and build on lessons learnt


◻ Others: ________





If a data breach has occurred, the data breach management team shall review and learn from the data breach to improve on their personal data handling practices. The review may involve the following:


◻ A review including a root cause analysis of the data breach 


◻ A prevention plan to prevent similar data breaches in future


◻ Audits to ensure prevention plan is implemented


◻ A review of existing policies, procedures, and changes to reflect the lessons learnt from the review


◻ Changes to employee section and training practices


◻ A review of data Intermediaries involved in the data breach


◻ Others: ________








			<Sign Off>


The sign offs from the management approving this policy, e.g. date, name, designation, signature, etc.
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DATA BREACH MANAGEMENT PLAN





Note 1. : Organisations can reference the Guide to Managing and Notifying Data Breaches for considerations to develop their data breach incident response and data breach management plan. 





Note 2.: To contain and recover from a cyber incident effectively, the organisations may also incorporate the Cyber Incident Response Checklist in Annex IV.





1. Definition of Data Breach





A data breach, in relation to personal data, refers to any unauthorised access, collection, use, disclosure, copying, modification or disposal of personal data. It also includes the loss of any storage medium or device on which personal data is stored in circumstances where the unauthorised access, collection, use, disclosure, copying, modification, or disposal of the personal data is likely to occur. 





Data breaches can occur for different reasons. Possible activities (non-exhaustive) that may result in a data breach are as follows:





i. [bookmark: _Toc399233143][bookmark: _Toc399246241][bookmark: _Toc416940334][bookmark: _Toc416944290][bookmark: _Toc433010869][bookmark: _Toc50020833][bookmark: _Toc50042979][bookmark: _Toc50043903][bookmark: _Toc50124634][bookmark: _Toc50393211][bookmark: _Toc50636921]Loss of computer notebooks, data storage devices, or physical documents containing personal data


ii. Sending personal data to a wrong e-mail address or physical address, or disclosing personal data to unintended recipient(s)


iii. Unauthorised access or disclosure of personal data by employees


iv. Improper disposal of personal data (e.g., hard disk, storage media or physical documents containing personal data sold or discarded before data is properly deleted)


v. Poor cyber hygiene practices such as poor password policies. Such policies may comprise  weak or poor passwords, no scheduled password changes,  sharing of password for administrative accounts etc. 





2. Data Breach Management Team





2.1 The data breach management team composition and responsibilities are shown in the appended table. 





			Data Breach Management Team





			Who


			Position


			Responsibilities





			<< Designated Senior Management 


(e.g. COO) >>


			Team Leader


			· Manage incident reports


· File incident report to PDPC if necessary








			<< Name of DPO>>


			Assistant Team Leader


			· Monitor data breach incident


· Draft incident reports





			<< Designated Communications Executive>>


			Member


			· Send notifications to affected individuals if necessary











			<< Designated Human Resource Executive>>


			 Member


			·  Communications with staff on data breach incident








			<< Designated Infocomm Technology Executive>>


			 Member


			· Monitor cyber and IT related data incidents











3. Data Breach Response Plan





The data breach management team will follow the four key steps (i.e. Contain, Assess, Report, Evaluate) and take appropriate actions in the event of a data breach. 





3.1  Contain the Breach





3.1.1 Staff will report to BU Heads as soon a data breach (defined in Section 1.1) is suspected or confirmed.





3.1.2 BU Heads will then inform the DPO regarding the potential data breach. DPO will activate the data breach management team and update senior management on potential data breach.





3.1.3 Data breach management team will conduct an initial assessment to determine the severity of the data breach.





3.1.4 The initial assessment will include the following considerations


a. Cause of the data breach and whether the breach is still ongoing;


b. Number of affected individuals;


c. Type(s) of personal data involved;


d. The affected systems, servers, databases, platforms, services etc;  


e. Whether help is required to contain the breach; and


f. The remediation action(s) that the organisation has taken or needs to take to reduce any harm to affected individuals resulting from the breach. 





3.1.5 Upon completion of the initial assessment, the data breach management team shall determine the immediate actions to be taken to contain the data breach as soon as possible. Organisations can consider the following immediate containment actions, where applicable:


a. Isolate the compromised system from the Internet or network by disconnecting all affected systems;


b. Re-route or filter network traffic, firewall filtering, closing particular ports or mail servers;


c. Prevent further unauthorised access to the system. Disable or reset the  passwords of compromised user accounts;


d. Isolate the causes of the data breach in the system, and where applicable, change the access rights to the compromised system;


e. Stop the identified practices that led to the data breach; or


f. Establish whether the lost data can be recovered and implement further action to minimise any harm caused (e.g. remotely disabling a lost notebook containing a personal data of individuals, recalling an email that has been accidentally sent or forwarded etc.)





3.1.6 Details of the data breach and post-breach response(s) shall be recorded in the Incident Record Log found in Appendix I. 





3.2 Assess the Data Breach





3.2.1 Upon the containment of the data breach, the data breach management team shall conduct an in-depth assessment of the data breach, the success of its containment action(s) taken, or the efficacy of any technological protection applied on the personal data involved in the data breach.





3.2.2 The data breach management team must assess if the data breach is a notifiable one within 30 calendar days.





3.2.3 The data breach management team shall consider the following in the assessment of the data breach:


a. Context of the data breach;


b. Ease of identifying individuals from the compromised data; and


c. Circumstances of the data breach.





3.3 Report the Data Breach





3.3.1 The DPO shall notify the PDPC and/or the affected individuals from the time the data breach management team has determined that the data breach is notifiable as shown in Diagram 1. 


	


Note: Where a data breach affects 500 or more individuals, the organisation is required to notify the PDPC, even if the data breach does not involve any prescribed personal data in the Personal Data Protection (Notification of Data Breaches) Regulations 2021.








Diagram 1: Flowchart for Data Breach Notification


[image: ]





3.3.2 The timeframe for a notifiable data breach is as follows:





a. The PDPC as soon as practicable, but in any case, no later than three (3) calendar days; and 





b. Where required, the affected individuals as soon as practicable, at the same time or after notifying the PDPC.





Note: Data breaches which are likely to attract widespread public attention and/or interest, or those which organisations require guidance on notifying the affected individuals, or those which organisations require guidance on notifying the affected individuals, the DPO is strongly encouraged to notify and seek advice from the PDPC first before notifying the affected individuals. 





3.3.3 The DPO shall submit the notification to the PDPC at https://eservice.pdpc.gov.sg/case/db. For urgent notification of major cases, the DPO shall contact the PDPC at +65 6377 3131 during work hours.





3.3.4 The key information to be provided in the notification to the PDPC and affected individuals in Appendix II and Appendix III respectively.





3.3.5 The DPO shall notify a sectoral regulator or law enforcement agency of a data breach under other written laws, and shall also notify the PDPC and/or affected individuals (if required) according to the timeframes for data breach notification. 





3.4 Evaluate the Response to the Data Breach





3.4.1 The data breach management team shall review and learn from the data breach to improve on their personal data handling practices.





3.4.2 The review may involve the following: 





a. A review including a root cause analysis of the data breach 


b. A prevention plan to prevent similar data breaches in future


c. Audits to ensure prevention plan is implemented


d. A review of existing policies, procedures, and changes to reflect the lessons learnt from the review


e. Changes to employee section and training practices


f. A review of data Intermediaries involved in the data breach





Note: Organisations may incorporate other relevant areas in its post-breach evaluation in Appendix V. 














			Appendix I


			Data Breach Response Plan and Incident Record Log Templates


			








			Appendix II


			Notification to the Commission


			








			Appendix III


			Notification to Affected Individuals 


			








			Appendix IV


			Cyber Incident Response Checklist


			








			Appendix V


			Post-breach Evaluation
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9 Breach Incident Record Log 



								Please read: This is a sample incident record log that organisations may wish to consider implementing as part of their internal procedures on documenting breaches for internal reference. The first line provided is an example on how to fill the log, and organisations may wish to reduce/include more fields to suit their specific operational needs. Use of this template  does not mean that an organisation will be in compliance with the Personal Data Protection Act 2012 (“PDPA”) (or any other law). 



								No.				Organisation (including name of subsidiary, if applicable)				Data Intermediary (if applicable)				Date of breach discovery				Time of breach discovery				Location of breach				Types of personal data involved				Internal investigation / 3rd party investigation conducted				Key findings/description of incident				Number of affected individuals				Remedial actions taken				Staff in-charged of post-breach remedial actions				Time of record				Date and Regulatory Authority (including sectoral) notified				Other supporting documents 



								1				ABC Pte Ltd				XYZ Pte Ltd				1-Jan-17				1200H				XYZ Pte Ltd's email server				Name; Email addresses				Internal investigation conducted on 1 Jan				Forensic analysis determined that XYZ's email server was hacked on 31 December 2016 at 0600H, and personal data of 500 of ABC Pte Ltd's customers posted on 123 online forum. The breach was discovered on 1200H, 1 January 2017 by a customer of ABC Pte Ltd. The personal data involved were Names and Email addresses. 				500 customers of ABC Pte Ltd				Shutdown server on 1 Jan 17, 1205H. Informed all 500 affected individuals within 24 hours by calling and advising them on remedial actions such as changing their email passwords. Reported to PDPC, and succesfully requested the administrator of 123 online forum to remove all the personal data originating from the breach from its website. 				John Tan, Data Protection Offier				1 Jan 17, 1205H				Yes, PDPC and MAS notified on 3 Jan 17



































9 Breach Response Plan



				Details of Breach				Description



				•When did the breach occur?



				•Where did the breach take place?



				•How was the breach detected and by whom?



				•What was the cause of the breach?



				•What kind and extent of personal data were involved?



				•How many data subjects (Individuals) were affected?



				Contain / Remediation Plan



				•How and when was it escalated to Breach Response Team and Management?



				•what were the steps taken to contain and/or rectify the breach?
•what measures were taken to prevent recurrence of incident?



				Assessing risks and impact on individuals



				•How many people were affected? 



				•Whose personal data had been breached? e.g employees, customers or minors?



				•What types of personal data were involved?



				Assess risks and impact on organisation



				•What caused the data breach? 



				•When and how often did the breach occur? 



				•Who might gain access to the compromised personal data? 



				•Will compromised data affect transactions with any other third parties? 



				Reporting the breach



				Who				•Individuals 



								•Third parties - banks, credit card companies, police, where relevant



								•PDPC when significant harm or impact is likely or 500 or more individuals affected.
•Sectoral regulator if applicable (e.g MOH, MAS) 



				When				•Immediately/when breach resolved



				How				•Most effective ways to reach out to affected individuals (urgency, number) (e.g. media releases, social media, e-mails, telephone calls, faxes and letters). 



								•Simple, specific, clear instructions



				What				•How and when the data breach occurred, types of personal data involved in breach. 



								•What the organisation has done or will be doing in response to the risks brought about by the data breach. 



								•Specific facts on the data breach where applicable, and actions individuals can take to prevent that data from being misused or abused. 



								•Contact details and how affected individuals can reach the organisation for further information or assistance (e.g. helpline numbers, e-mail addresses or websites). 



				Reporting Breach to PDPC



				•Extent of the data breach



				•Type and volume of personal data involved



				•Cause or suspected cause of the breach



				•Whether the breach has been rectified



				•Measures and processes that the organisation had put in place at the time of the breach



				•Information on whether affected individuals of the data breach were notified and if not, when the organisation intends to do so 



				•Contact details of persons whom the PDPC could liaise with for further information or clarification 



				Evaluate



				Operational and Policy Related Issues 				Audits for physical and IT-related security measures? 



								Processes to streamline or to limit damage? 



								Weaknesses in existing security measures? 



								Access and transmission of personal data sufficiently secure?



								Support services from external parties to be enhanced?



								Responsibilities of vendors and partners clearly defined?



								Need to develop new data-breach scenarios? 



				Resource Related Issues 				Enough resources to manage the data breach? 



								External resources be engaged to better manage such incidents? 



								Key personnel given sufficient resources to manage the incident? 



				Employee Related Issues 				Employees aware of security related issues? 



								Training provided on personal data protection matters and 



								incident management skills? 



								Employees informed of the data breach and learning points?



				Mgmt Related Issues 				Management involved in the management of the data breach? 



								Clear line of responsibility & communication during mgmt of data breach? 















1




2




3




A




B




C




No.




Organisation 




(including name of 




subsidiary, if 




applicable)




Please read: This is a sample incident record log that organisations may wish to consider implementing as part of their internal procedures on documenting breaches for internal 




reference. The first line provided is an example on how to fill the log, and organisations may wish to reduce/include more fields to suit their specific operational needs. Use of this 




template  does not mean that an organisation will be in compliance with the Personal Data Protection Act 2012 (“PDPA”) (or any other law). 
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APPENDIX II 



Notification to the Commission



[bookmark: _GoBack]



1. The DPO shall provide the following information in the organisation’s notification to the Commission: 







a. Facts of the data breach







i. The date on which and the circumstances in which the organisation first became aware that a data breach has occurred;



ii. Information on how the notifiable data breach occurred;



iii. The number of affected individuals affected by the notifiable data breach;



iv. The personal data or classes of personal data affected by the notifiable data breach; and



v. The potential harm to the affected individuals as a result of the notifiable data breach.







b. Data breach handling







i. A chronological account of the steps taken by the organisation after the organisation became aware that the data breach had occurred, including the organisation’s assessment under section 26C(2) or (3)(b) of the PDPA that the data breach is a notifiable data breach;







ii. Information on any action by the organisation, whether taken before or to be taken after the organisation notifies the Commission of the occurrence of the notifiable data breach –







a. To eliminate or mitigate any potential harm to any affected individual as a result of the notifiable data breach; and



b. To address or remedy any failure or shortcoming that the organisation believes to have caused, or have enabled or facilitated the occurrence of, the notifiable data breach; and







iii. Information on the organisation’s plan (if any) to inform all or any affected individuals or the public that the notifiable data breach has occurred and how an affected individual may 







iv. eliminate or mitigate any potential harm as a result of the notifiable data breach. The organisation may provide in general terms the steps taken or intended to be taken.







c. Contact details







i. Contact details of at least one authorised representative of the organisation. The representative(s) need not be the organisation’s DPO (or a person assuming the DPO’s responsibilities in the organisation).






image4.emf


Appendix III  Notification to Affected Individuals.docx






Appendix III Notification to Affected Individuals.docx


APPENDIX III



Notification to Affected Individuals



[bookmark: _GoBack]



1. The DPO shall provide the following information in the organisation’s notification to the affected individuals: 







a. Facts of the data breach







i. The circumstances in which the organisation first became aware that a notifiable data breach has occurred; and







ii. The personal data or classes of personal data relating to the affected individual affected by the notifiable data breach.







b. Data breach management and remediation plan







i. Potential harm to the affected individual as a result of the notifiable data breach;







ii. Information on any action by the organisation, whether taken before or to be taken after the organisation notifies the affected individual –







a. To eliminate or mitigate any potential harm to the affected individual as a result of the notifiable data breach;  







b. To address or remedy any failure or shortcoming that the organisation believes to have caused, or have enabled or facilitated the occurrence of, the notifiable data breach; and







iii. Steps that the affected individual may take to eliminate or mitigate any potential harm as a result of the notifiable data breach, including preventing the misuse of the affected individual’s personal data affected by the notifiable data breach.







c. Contact details







i. Contact details of at least one authorised representative whom the affected individual can contact for further information or assistance. 







Note: The representative(s) need not be the organisation’s DPO (or a person assuming the DPO’s responsibilities in the organisation), or the same representative provided in the organisation’s notification to the Commission.
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APPENDIX V



Post-breach Evaluation
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Cyber-Essentials-Self-Assessment.xlsx
Overview & Instruction





		Self-assessment questionnaire — How ready are you for Cyber Essentials mark?



		1.  Overview



		This self-assessment template is intended for organisations seeking CSA Cyber Essentials cybersecurity certification. Organisations shall refer to the “CSA Cybersecurity Certification – Cyber Essentials mark” document for full details on certification.



		2.  Scoping of Certification and Scoping Statement



		The organisation shall determine the scope it intends to submit for certification and develop an appropriate scoping statement to describe the scope of certification.



		3.  Documents to Prepare for Certification



		The typical documents that organisations need to prepare and submit for certification include:
–	Scoping statement 
–	Organisation chart depicting the business unit(s) within the scope of certification
–	Description of the organisation’s business for context, e.g. products/services offered, profile of customers it supports, industry/sector the organisation belongs to and/or supplies to
–	System and network diagram
–	Inventory listing of devices and/or systems
–	Inventory listing of software and/or services
–	Locations from where the organisation operates or carries out the services that are to be covered as part of the certification
–	A completed version of this self-assessment template

For the avoidance of doubt, only the components that fall within the determined scope of certification would be needed.



		4.  Appointed Certification Bodies



		Organisations shall approach any of the certification bodies appointed by CSA to apply for certification.

Organisations shall take note that different certification bodies may charge different certification fees and maintain their respective terms and conditions of service.



		5.  Self-Assessment



		Step 1 – Self-Assessment (“Self-Assessment” tab)

		Assess your organisation’s cybersecurity implementation against the requirements and recommendations listed.
 
Requirements are denoted by the use of the word “shall”, and these need to be implemented in the organisation in order to qualify for Cyber Essentials certification.

Recommendations are denoted by the use of the word “should”, and whilst organisations are encouraged to implement these recommendations, these are not compulsory to qualify for Cyber Essentials certification.

For each requirement and recommendation, indicate:
–	“Yes”: If the measure described in the statement is implemented in your organisation;
–	“No”: If the measure described in the statement is not implemented in your organisation; or
–	“Not applicable”: If the measure described in the statement is not applicable.

For recommendations that are “Not applicable”, fill in remarks to explain why this is not applicable.

		Example:



				Clause				Clause Description								Suggested artefacts				Implementation Status				Remarks

				Clause 1				Requirement								Supporting document 1				Dropdown list to select:
Yes or No				If “Yes”, the organisation shall provide supporting documents and proceed;
If “No”, the assessment ends.

				Clause 2				Recommendation								Supporting document 2				Dropdown list to select:
Yes, No or Not applicable				If “Yes”, the organisation should provide supporting documents and proceed;
If “No” or “Not applicable”, the organisation should provide supporting reasons and proceed.



		The template lists “suggested artefacts” for each requirement and recommendation. You would need to prepare these as supporting documents to be submitted to your certification body subsequently.



		Step 2 – Review of Self-Assessment Results ("Self-Assessment Results" tab)

		Upon completion of the above, the template will compute the results of your self- assessment and provide an indication if you are ready for Cyber Essentials certification.



		Example:





























		Upon completion of this self-assessment, prepare the relevant supporting documents outlined in “Overview” tab and approach your appointed certification body.

Organisations may refer to CSA’s Cybersecurity Toolkit for IT Teams, which comes with templates that organisations may refer to and adapt accordingly for use as supporting documents for certification.



		6. Organisation Data



		Organisation Name

		ACRA Number/Unique Entity Number (UEN)

		Annual Turnover

		Number of Employees

		Date of Self-Assessment

		Scope of certification for Cyber Essentials mark

















&10 Cyber Essentials mark — Self-assessment questionnaire		


&10Date: &D	&10CONFIDENTIAL	&10Page &P of &N


http://www.csa.gov.sg/cyber-essentials?utm_source=ifg&utm_medium=csa&utm_campaign=markshttp://www.csa.gov.sg/cyber-essentials?utm_source=ifg&utm_medium=csa&utm_campaign=markshttp://www.csa.gov.sg/cyber-essentials?utm_source=ifg&utm_medium=csa&utm_campaign=markshttp://www.csa.gov.sg/it-team-toolkit?utm_source=ifg&utm_medium=csa&utm_campaign=marks

Self-Assessment

		7. Cyber Essentials mark questionnaire



		Clause		Clause Description		Suggested artefacts		Implementation status		Remarks

		A.1 Assets: People — Equip employees with know-how to be the first line of defence

		A.1.4 (a)		The organisation shall put in place cybersecurity awareness training for all employees to ensure employees are aware of the security practices and behaviour expected of them. Organisations may meet this requirement in different ways, e.g. provide self-learning materials for employees, engaging external training providers.		Documented information on cybersecurity awareness training for employees.

		A.1.4 (b)		Cyber hygiene practices and guidelines shall be developed for employees to adopt in their day-to-day operations.		Documented information on cyber hygiene practices and guidelines for employees to adopt in their day-to-day operations.

		A.1.4 (c)		The cyber hygiene practices and guidelines should include the following topics to mitigate incidents arising from the human factor:

–	Protect yourself from phishing
–	Set strong passphrase and protect them
–	Protect your corporate and/or personal devices (used for work)
–	Report cyber incidents
–	Handle and disclose business-critical data carefully
–	Work onsite and remotely in a secure manner		Documented information on content of cybersecurity awareness training.

		A.1.4 (d)		Where feasible, the training content should be differentiated based on the role of the employees:

–	Senior management or business leaders — e.g. developing a cybersecurity culture/mindset in the organisation, establishing a cybersecurity strategy or workplan.
–	Employees — e.g. using strong passphrases and protecting the corporate and/or personal devices used for work.		Documented information on differentiation of content of cybersecurity awareness training.

		A.1.4 (e)		As a good practice, such cybersecurity awareness initiatives should be conducted at least annually to refresh employees’ awareness.		Documented information on frequency of cybersecurity awareness training.

		A.2 Assets: Hardware and software — Know what hardware and software the organisation has, and protect them

		A.2.4 (a)		An up-to-date asset inventory of all the hardware and software assets shall be maintained in the organisation. Organisations may meet this requirement in different ways, e.g. use of spreadsheet or IT asset management software to maintain the IT asset inventory.		Asset inventory of hardware and software assets.

		A.2.4 (b)		Hardware assets within the scope of certification may include servers, network devices, laptops and computers. If the scope of the certification includes hardware assets such as mobile devices and/or IoT devices:

Mobile devices
–	Organisations should include company-issued mobile devices as part of its asset inventory, e.g. phone and tablet.

IoT devices
–	Organisations should include IoT used within the organisation as part of its asset inventory, e.g. CCTV, IP printer, smart TV.		Asset inventory of hardware and software assets.

		A.2.4 (c)		The inventory list should contain the following details for the hardware assets where available:

–	Hardware name/model
–	Asset tag /serial number
–	Asset type
–	Asset location
–	Network address
–	Asset owner
–	Asset classification
–	Department
–	Approval/authorised date
–	End of Support (EOS) date		Asset inventory of hardware and software assets.

		A.2.4 (d)		Software assets within the scope of certification may include software applications used by the organisation. If the scope of certification includes a cloud environment:

Cloud
–	Organisation shall include what is hosted on the cloud instances, e.g. software and Operating System (OS).		Asset inventory of hardware and software assets.

		A.2.4 (e)		The inventory list should contain the following details for the software assets where available:

–	Software name
–	Software publisher
–	Software version
–	Business purpose
–	Asset classification
–	Approval/authorised date
–	EOS date		Asset inventory of hardware and software assets.

		A.2.4 (f)		As a form of good practice, the hardware and software asset inventory list should be reviewed at least bi-annually (twice per year).		Asset inventory of hardware and software assets.

		A.2.4 (g)		Hardware and software assets that are unauthorised or have reached the EOS shall be replaced.		Documented information of process and/or implementation of system to manage unauthorised and EOS assets.

		A.2.4 (h)		In the event of any continued use of EOS assets, organisation shall assess and understand the risk, obtain approval from senior management, and monitor it until the asset is replaced.		Documented information of process and/or implementation of system to manage unauthorised and EOS assets.

		A.2.4 (i)		An authorisation process shall be developed to onboard new hardware and software into the organisation. Organisations may meet this requirement in different ways, e.g. email approval from senior management, ensuring that new hardware and software comes from official or trusted sources, or performing malware scans to verify the asset is clean and maintaining asset whitelisting/blacklisting.		Documented information of process and/or implementation of system to manage assets.

		A.2.4 (j)		The date of authorisation of software and hardware shall be keyed into the asset inventory list after obtaining the relevant dispensation, e.g. obtaining email approval and through the use of an approval form.		Documented information of process and/or implementation of system to manage assets.

		A.2.4 (k)		Software and hardware without approval date shall be removed.		Documented information of process and/or implementation of system to manage assets.

		A.2.4 (l)		Before disposing of any hardware asset, the organisation shall ensure that all confidential information has been deleted, e.g. encrypting hard disk before reformatting and overwriting it.		Documented information on secure asset disposal.

		A.2.4 (m)		The organisation should carry out steps to ensure the assets are disposed of securely and completely, e.g. destroy the disk physically or engage disk shredding service.		Documented information on secure asset disposal.

		A.3 Assets: Data — Know what data the organisation has, where they are, and secure the data

		A.3.4 (a)		The organisation shall identify and maintain an inventory of business-critical data  in the organisation. Organisations may meet this requirement in different ways, e.g. using spreadsheet or asset inventory software. The inventory list shall contain details of the data:

–	Description
–	Data classification and/or sensitivity
–	Location
–	Retention period		Asset inventory of business-critical data.

		A.3.4 (b)		Review of the inventory list should be carried out at least annually, or whenever there is any change to the data captured by the organisation.		Asset inventory of business-critical data.

		A.3.4 (c)		The organisation shall establish a process to protect its business-critical data, e.g. password protected documents, encryption of personal data (at rest) and/or emails.		Documented information of process to protect business-critical data.

		A.3.4 (d)		There shall also be measures in place to prevent the employees from leaking confidential and/or sensitive data outside of the organisation, e.g. disable USB ports.		Documented information and/or implementation of data leakage and disposal process.

		A.3.4 (e)		Before disposing of any paper-based (hard copy) media, the organisation shall carry out steps to ensure that those containing confidential and/or sensitive data have been securely shredded.		Documented information and/or implementation of data leakage and disposal process.

		A.4 Access: Virus and malware protection — Protect from malicious software like viruses and malware

		A.4.4 (a)		Anti-malware solutions shall be used and installed in endpoints to detect attacks on the organisation’s environment. Examples of endpoints include laptops, desktops, servers, and virtual environments.		Documented information outlining functionality and implementation of on anti-virus/anti-malware solution.

		A.4.4 (b)		Virus and malware scans shall be carried out to detect possible attacks. Where feasible, scans should always be automated and remain active to provide constant protection.		Documented information on configuration of anti-virus/anti-malware solution.

		A.4.4 (c)		Organisation shall enable auto-update or configure the anti-malware solution to update signature files to detect new malware. Where possible, signature updates should take place at least daily to stay protected from the latest malware.		Documented information on configuration of anti-virus/anti-malware solution.

		A.4.4 (d)		Anti-malware solution shall be configured to automatically scan the files upon access. This includes files and attachments downloaded from the Internet through the web browser or email and external sources such as from portable USB drives.		Documented information on configuration of anti-virus/anti-malware solution.

		A.4.4 (e)		If the scope of certification includes mobile devices, IoT devices, cloud environment or use of web browser/email:

Mobile devices
–	Anti-malware solution should be installed and running on mobile devices.

IoT devices
–	Anti-malware solution should be integrated with the IoT devices, e.g. CCTV, smart TV, IP printers, digital door lock.

Cloud
–	Anti-malware solution should be deployed on the cloud platform.

Web Browser/Email
–	Only fully supported web browsers and email client with security controls should be used.
–	Anti-phishing and spam filtering tools should be established for the web browser/email client.
–	Web browser and/or email plug-ins/extensions/add-ons that are not necessary should be disabled and/or removed.
–	Web filtering should be deployed to protect the business from malicious sites, where feasible.		Documented information outlining functionality and implementation of anti-virus/anti-malware solution.

		A.4.4 (f)		Firewalls shall be deployed or switched on to protect the network, systems, and endpoints such as laptops, desktops, servers, and virtual environments.		Network and/or systems diagram.

Documented information on configuration of  firewall.

		A.4.4 (g)		In an environment where there is an organisation’s network setup, a network perimeter firewall shall be configured to analyse and accept only authorised network traffic into the organisation’s network. Examples could include packet filter, DNS firewall and application-level gateway firewall with rules to restrict and filter network traffic. Depending on the organisation’s network setup, the firewall functionality may be integrated with other networking devices, or a standalone device.		Network and/or systems diagram.

Documented information on configuration of  firewall.

		A.4.4 (h)		In an environment where there are endpoints connecting to Internet and/or cloud-based applications, a software firewall (host-based firewall) should be configured and switched on for all the endpoints in the organisation where available, e.g. turning on the built-in software firewall feature included in most operating systems or anti-malware solutions.		Network and/or systems diagram.

Documented information on configuration of  firewall.

		A.4.4 (i)		As a good practice, firewall configurations and rules should ideally be reviewed and verified annually to protect the organisation’s Internet-facing assets where applicable.		Documented information on review of firewall rules and configuration.

		A.4.4 (j)		If the scope of certification includes mobile and/or IoT devices:

Mobile devices
–	It is recommended that firewall should be installed and enabled on employees’ mobile devices.

IoT devices
–	It is recommended that firewall should be configured and enabled on IoT devices where possible.		Documented information outlining functionality and implementation of firewall solution.

		A.4.4 (k)		The organisation shall ensure its employees install/access only authorised software/attachments within the organisation from official or trusted sources. 		Documented information on installation and access to authorised software/attachments.

		A.4.4 (l)		The organisation shall ensure employees are aware of the use of trusted network connections for accessing organisation’s data or business email, e.g. mobile hotspot, personal Wi-Fi, corporate Wi-Fi and Virtual Private Network.		Content of cybersecurity awareness training to employees.

Cybersecurity policies and practices for employees.

		A.4.4 (m)		The organisation shall ensure its employees are aware of the need to report any suspicious email or attachment to the IT team and/or senior management immediately.		Content of cybersecurity awareness training to employees.

Cybersecurity policies and practices for employees.

		A.5 Access: Access control — Control access to the organisation’s data and services

		A.5.4 (a)		Account management shall be established to maintain and manage the inventory of accounts. Organisation may meet this in different ways, e.g. use of spreadsheet, exporting the list from software directory service.		Inventory of user accounts.

List of employees in the organisation, period of employment, and their functional roles.

		A.5.4 (b)		The account inventory list shall contain details not limited to the following for user, administrator, third-party, and service accounts:

–	Name
–	Username
–	Department
–	Role/Account Type
–	Date of access created
–	Last logon date		Inventory of user accounts.

List of employees in the organisation, period of employment, and their functional roles.

		A.5.4 (c)		The organisation shall have a process with the necessary approvals to grant and revoke access. Organisation may implement this in different ways, e.g. email approval, access request form. This shall be implemented when there are personnel changes such as onboarding of new staff or change of role for employees. The following fields shall be captured:

–	Name
–	System to access
–	Department
–	Role/Account type
–	From date
–	To date		Documented information on process to request to grant and revoke access.

		A.5.4 (d)		Access shall be managed to ensure employees can access only the information and systems required for their job role.		Inventory of user accounts.

List of employees in the organisation, period of employment, and their functional roles.

		A.5.4 (e)		Accounts with access rights that are no longer required, have exceeded the requested date shall have their access disabled or removed from the system. Shared, duplicate, obsolete and invalid accounts shall be removed.		Inventory of user accounts.

List of employees in the organisation, period of employment, and their functional roles.

		A.5.4 (f)		The administrator account shall only be accessed to perform administrator functions with approval from the senior management.		Documented information on process to request for administrative access to system.

		A.5.4 (g)		Access shall be managed to ensure third parties/contractors can access only the information and systems required for their job role. Such access shall be removed once they no longer require them.		Inventory of user accounts.

List of third parties/contractors supporting the organisational, period of support, and their functional roles.

		A.5.4 (h)		Third-party or contractors working with sensitive information in the organisation shall sign a non-disclosure agreement form. The form should include disciplinary action(s) for failure to abide by the agreement.		List of third parties/contractors supporting the organisational, period of support, and their functional roles.

Non-disclosure agreement signed by third-parties and contractors.

		A.5.4 (i)		Physical access control shall be enforced to allow only authorised employees/contractors to access the organisation’s IT assets and/or environment, e.g. use of cable lock to lock the workstations and card access door lock to authenticate and authorise entry.		Implementation of physical access control to organisation IT assets and/or environment.

Documented information on process to request to grant and revoke physical  access.

		A.5.4 (j)		As a good practice, account reviews should be carried out at least quarterly or whenever there are changes to the account list, e.g. during onboarding and offboarding process or organisation restructuring.		Documented information on the process to conduct account review.

E.g. practices to grant and revoke access during employee onboard and offboarding.

		A.5.4 (k)		Dormant or inactive accounts that have been inactive for a prolonged period, e.g. 60 days should be removed or disabled.		Inventory of user accounts.

		A.5.4 (l)		Organisation shall change all default passwords and replace with a strong passphrase, e.g. it should be at least 12 characters long and includes upper case, lower case, and/or special characters.		Documented information on password or passphrase policy.

		A.5.4 (m)		User account shall be disabled and/or locked out after multiple failed login attempts, e.g. after 10 failed login attempts.		Documented information on policy for user accounts.

		A.5.4 (n)		Account password shall be changed in the event of any suspected compromise.		Documented information on password or passphrase policy.

		A.5.4 (o)		Where feasible, two-factor authentication (2FA) should be used for administrative access to important systems, such as an Internet- facing system containing sensitive or business-critical data. Organisations may implement this in different ways, e.g. use of an authenticator application on the mobile or one-time password (OTP) token. 		Documented information outlining functionality and implementation of two-factor authentication (2FA).

		A.5.4 (p)		Where feasible, trusted software to manage passphrases should be used to aide employee passphrase management.		Documented information outlining functionality and implementation of passphrase management solution.

		A.6 Access: Secure configuration — Use secure settings for the organisation hardware and software

		A.6.4 (a)		Security configurations shall be enforced for the assets including desktops, servers and routers. Organisations may meet this requirement in different ways, e.g. adopting industry recommendations and standards such as CIS benchmarks on configuration guideline across multiple vendor products, running security baseline analyser and system configuration scripts.		Documented information and/or implementation of configuration of assets.

Network and/or systems diagram.

		A.6.4 (b)		Weak or default configurations shall be avoided or updated before using them, e.g. changing default password and performing deep scanning with anti-malware solution instead of standard scan.		Documented information and/or implementation of configuration of assets.

Network and/or systems diagram.

		A.6.4 (c)		Insecure configurations and weak protocols shall be replaced or upgraded to address the associated vulnerabilities, e.g. using HTTPS over normal HTTP to encrypt data communication and upgrading WEP to WPA2/WPA3 to enhance the Wi-Fi security standards.		Documented information and/or implementation of configuration of assets.

Network and/or systems diagram.

		A.6.4 (d)		Features, services, or applications that are not in used shall be disabled or removed, e.g. disabling file sharing service, software macros and File Transfer Protocol ports. 		Documented information and/or implementation of configuration of assets.

Network and/or systems diagram.

		A.6.4 (e)		Automatic connection to open networks and auto-run feature of non-essential programs (other than backup or anti-malware solution, etc.) shall be disabled.		Documented information and/or implementation of configuration of assets.

Network and/or systems diagram.

		A.6.4 (f)		Logging should also be enabled for software and hardware assets where feasible, e.g. system, events and security logs.		Documented information on logging of software and hardware assets.

		A.6.4 (g)		As a good practice, automatic lock/session log out should be enabled after 15 mins of inactivity for organisation’s assets. This would include user sessions on the laptop, server, non-mobile device, database, and administrator portal.		Documented information and/or implementation of configuration of assets.

		A.6.4 (h)		If the scope of certification includes mobile devices, IoT devices, and/or cloud environment:

Mobile devices (e.g. mobile phone, tablet)
–	Mobile device should not be jail-broken or rooted.
–	Mobile device passcode should be enabled.
–	Automatic mobile device lock should be activated after 2 min of inactivity.
–	Mobile applications should only be downloaded from official or trusted source.

IoT devices
–	Network hosting the IoT devices should be separated from the network containing organisation’s assets and data.
–	Security features should be enabled on IoT devices, e.g. turning off device auto-discovery and Universal Plug and Play.
–	In selecting IoT devices, organisations should use devices rated by the Cybersecurity Labelling Scheme (CLS) (where available).

Cloud
–	Security logging and monitoring should be turned on for cloud visibility, e.g. history of API calls, change tracking and compliance.		Documented information and/or implementation of configuration of assets.

		A.7 Update: Software updates — Update software on devices and systems

		A.7.4 (a)		Organisation shall prioritise the implementation of critical or important updates for operating systems and applications (e.g. security patches) to be applied as soon as possible.		Documented information and/or implementation of software updates and patches.

		A.7.4 (b)		Organisation should carry out compatibility tests on updates for operating system and applications before installing them.		Documented information and/or implementation of compatibility tests on updates for operating system and applications.

		A.7.4 (c)		Organisation should consider enabling automatic updates for critical operating system and application patches where feasible so that they will have able to receive the latest updates. 		Documented information and/or implementation of software updates and patches.

		A.7.4 (d)		If the scope of certification includes mobile devices, IoT devices, and/or cloud environment:

Mobile devices (e.g. mobile phone, tablet)
–	Organisation should ensure that updates and patches for mobile devices are only downloaded from trusted sources (e.g. official app store from the manufacturer).

IoT devices
–	Organisation should remove or replace any IoT device (e.g. CCTV, printers) that are not receiving any software patches or updates.

Cloud
–	Organisation should refer to the cloud shared responsibility model with their cloud service provider. This would allow organisations to be aware of when the organisation is responsible for software updates and security patches, and when the cloud service provider is responsible.
–	Organisation should have visibility on the software updates and security patches done by their cloud service providers.
–	Organisation should also have security requirements regarding software updates defined for cloud service providers.		Documented information on software updates and patches.

		A.8 Backup: Back up essential data — Back up the organisation’s essential data and store them offline

		A.8.4 (a)		The organisation shall identify business-critical systems and those containing essential business information and perform backup. What needs to be back up is guided by identifying what is needed to for business recovery in the event of a cybersecurity incident. Examples of business-critical systems include stock-trading system, railway operating and control system, examples of essential business information include financial data and business transactions.		Documented information and/or implementation of systems backup.

		A.8.4 (b)		The backups shall be performed on a regular basis, with the backup frequency aligned to the business requirements and how many days’ worth of data they can afford to lose.		Documented information of systems backup.
Records of backups.

		A.8.4 (c)		For non-business-critical systems or non-essential information, the backups should still be performed but at a lower frequency/long term basis.		Documented information and/or implementation of systems backup.

		A.8.4 (d)		The backup process should be automated where feasible.		Documented information and/or implementation of systems backup.

		A.8.4 (e)		If the scope of certification includes cloud environment:

Cloud
–	Organisation shall understand the role and responsibility between itself and the cloud provider in terms of data backup, e.g. Cloud shared responsibility model, scope, and coverage of the cloud service.
–	Data backup shall be carried out by the organisation, e.g. storing the backups in a hard disk drive, purchasing the backup services by the cloud provider, and adopting multiple cloud to be used as backups.		Documented information and/or implementation of systems backup.

		A.8.4 (f)		If the scope of certification includes hardware assets such as mobile devices and/or IoT devices:

Mobile devices
–	Essential business information stored in the phone should be auto backed up and transferred to a secondary phone or secondary storage for backup, e.g. SMS conversation, contact of important client.

IoT devices
–	IoT containing essential organisation’s information should be backup manually where automatic backup is not available, e.g. sensors in farms to improve operational safety and efficiency and in healthcare to monitor patients with greater precision to provide timely treatment.		Documented information and/or implementation of systems backup.

		A.8.4 (g)		All backups shall be protected from unauthorised access and be restricted to authorised personnel only. Backups should minimally be password-protected.		Documented information and/or implementation of systems backup.

		A.8.4 (h)		Backups shall be stored separately (i.e. offline) from the operating environment. Where feasible, backups should be stored offsite, e.g. separate physical location.
		Documented information and/or implementation of systems backup.

		A.8.4 (i)		Frequent backups such as daily or weekly backups should be stored online to facilitate quick recovery, e.g. cloud backup storage.		Documented information and/or implementation of systems backup.

		A.8.4 (j)		Longer term backups such as monthly backups shall be stored offline in an external secure storage location, e.g. password-protected USB flash drives, encrypted external hard disks and/or tape storage at an alternative office location.		Documented information and/or implementation of systems backup.

		A.8.4 (k)		As a best practice, backups should be tested at least bi-annually, or more frequently, to ensure that business-critical systems and essential business information can be restored effectively.		Documented information and/or implementation of testing of systems backup.

		A.9 Respond: Incident response — Be ready to detect, respond to, and recover from cyber incidents

		A.9.4 (a)		The organisation shall establish an up-to-date basic incident response plan to guide the organisation on how to respond to common cyber incidents. Examples include phishing, data breach, ransomware. The plan shall contain the following details:

–	Clear roles and responsibilities of key personnel in the organisation involved in the incident response process.
–	Procedures to detect, respond, and recover from the common cyber threat scenarios, e.g. phishing, ransomware, data breach.
–	Communication plan and timeline to escalate and report the incident to internal and external stakeholders (such as regulators, customers, and senior management).		Incident response plan with guidance on how to respond to common cyber incidents.

		A.9.4 (b)		The incident response plan shall be made aware to all employees in the organisation that have access to the organisation’s IT assets and/or environment.		Incident response plan with guidance on how to respond to common cyber incidents.

		A.9.4 (c)		The organisation should conduct post- incident review and incorporate learning points to strengthen and improve the incident response plan.		Incident response plan with  post-incident review, improvement of plan and review history.

		A.9.4 (d)		As a good practice, the incident response plan should be reviewed at least annually.		Incident response plan with  post-incident review, improvement of plan and review history.
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Results

		8.  Self-assessment results



		These are the results of your self-assessment: 



																						Requirements ("shall" statements)

																						total				implemented						not implemented								fail				pass																						result

				A.1 Assets: People																		2				0.0						0.0								0.0				0.0																						Incomplete

				A.2 Assets: Hardware and software																		8				0.0						0.0								0.0				0.0																						Incomplete

				A.3 Assets: Data																		4				0.0						0.0								0.0				0.0																						Incomplete

				A.4 Access: Virus and malware protection																		9				0.0						0.0								0.0				0.0																						Incomplete

				A.5 Access: Access control																		12				0.0						0.0								0.0				0.0																						Incomplete

				A.6 Access: Secure configuration																		5				0.0						0.0								0.0				0.0																						Incomplete

				A.7 Update: Software updates																		1				0.0						0.0								0.0				0.0																						Incomplete

				A.8 Backup: Back up essential data																		6				0.0						0.0								0.0				0.0																						Incomplete

				A.9 Respond: Incident response																		2				0.0						0.0								0.0				0.0																						Incomplete

																				Overall Summary		49				0.0						0.0								0.0				0.0																						Incomplete



																						Recommendations ("should" statements)

																						total				implemented						not implemented								not applicable																										result

				A.1 Assets: People																		3				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.2 Assets: Hardware and software																		5				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.3 Assets: Data																		1				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.4 Access: Virus and malware protection																		4				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.5 Access: Access control																		4				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.6 Access: Secure configuration																		3				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.7 Update: Software updates																		3				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.8 Backup: Back up essential data																		5				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

				A.9 Respond: Incident response																		2				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete

																				Overall Summary		30				0.0						0.0								0.0								0.0						0.0						0.0						Incomplete



		You have not completed the self-assessment questionnaire. Do fill up the self-assessment questionnaire to find out if your organisation is ready for Cyber Essentials certification.
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0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	

0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	0	



Declaration

		9.  Declaration



		•		We, the Applicant, declare that the facts stated in this application and the accompanying information are true and correct to the best of our knowledge and that we have not withheld /distorted any material facts. We understand that we have a continuing obligation to promptly notify our appointed certification body if there is any change affecting the information set out in this application and declaration.



		•		We understand that our appointed certification body may take the relevant action if we provide false or misleading statements or fail to disclose material facts, and the certification body may, at its discretion, withdraw the certification issued or take other follow-on action.













				Signature										Date







				Name (in BLOCK LETTERS)										Designation

				[for and on behalf of <<Organisation>>]







				Organisation







				Organisation Stamp



				* Note: This declaration must be signed by a person authorised to sign on behalf of the organisation.
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Yes, we/I agree
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Self-assessment questionnaire — How ready are you for 


Cyber Essentials mark


?


1.  Overview


This self-assessment template is intended for organisations seeking CSA Cyber Essentials cybersecurity certification. Organisations shall refer to the “


CSA Cybersecurity 


Certification – Cyber Essentials mark


” document for full details on certification.



