Updated 31 Mar 2022

Configuration Guide for
Singtel Start Digital
(Microsoft 365)

This quick-start configuration guide is for organisations using Microsoft
365 (M365) through Windows devices, without other servers. Some of the
settings are to be configured at M365 (“@M365”), while others are to be
configured at the Windows devices (“@Windows Device”). Windows 10 is
used as the reference version for the steps and screenshots given.

The contents herein are not intended to be an authoritative statement of the law or a substitute for legal or other professional advice. The PDPC and its members, officers and employees shall not be
responsible for any inaccuracy, error or omission in this publication or liable for any damage or loss of any kind as a result of any use of or reliance on this publication.
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1. Enable Multi-Factor Authentication (MFA) for Administrators (@M365)

. : ‘ a. Go to Users > Service Settings
multi-factor authentication b. Under the Services Settings, enable MFA

rs service settings . . . .
T 'ng functionality for the selected administrator.

Before you begin, take a look at the multi-factor auth deployment guide C. Enable MFA for mUItIple users USIng a bUIk
update, or check the boxes next to the
View: | Sign-in allowed users v B Multi-Factor Auth status: Any v bulk update required user accounts and enable MFA for
them.
. MULTI-FACTOR AUTH
(
(. DISPLAY NAME USER NAME STATUS
O WSOMP wsopm-4499@pm.onmicrosott.com Disabled
0O Off365 0365team@pm.onmicrosott.com Disabled
(O Ram sreeram @pm.onmicrosoff.com Disabled
O JohnC stish@pm.onmicrosoif.com Disabled

Additional information:

*  When users log in after the administrator has enabled MFA for them, they will be asked to set up verification details required to
complete the MFA configuration.

* They can choose to receive the verification code through a text message, call, or push notification to the Microsoft Authenticator
app.




Configuration Guide for Singtel Start Digital (M365)

2. Strong Password Settings (@M365)

Property Requirements *
Characters *A-Z
allowed *a-z

+0-9

c@#SWHANA&F-_Te=[1{}|\:", .2/ ~"();

Characters not » Unicode characters
allowed * Spaces
» Cannot contain a dot character "." immediately preceding the "@" symbol”

Password + A minimum of 8 characters and a maximum of 256 characters. *this is a recent
restrictions change; the former maximum was 16 characters

* Requires three out of four of the following:

- Lowercase characters

- Uppercase characters

- Numbers (0-9)

- Symbols

Note: limited password options are

available for M365 cloud-only users
that do not have an Active Directory
account

In M365, the default minimum is 8
characters, with a combination of
alphanumeric characters and special
characters.

Additional information:
* Enforce a password history policy to ensure that employees do not reuse their previous passwords.

* Discourage users from using the same passwords across different systems.

* Encourage users to use passphrases such as “lwant2l@se10kg”, which may be long and complex, yet easy to remember.
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2. Strong password settings (@Windows device)

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen; gpedltmsd R

File Action View Help
o M XEO= Em

% Deployed Prninters “ || Policy

- Security Setting
~ @ Security Settings

& Account Policies

. Network List Manager Po
Public Kev Policies

< >

-

«a Enforce password history

g

<, Maximum password age 42 days
@ Password Policy
Account Lockout Polic S MM Paesword 2ge 0 days
a L::al Polidies n :ilmmu: password Inengthl Orh:r::ers
| Windows Defender Firew o, Password must meet complexaty requirements Disa
wi, Store passwords using reversible encryption Disabled

<

0 passwords remen|

a. Launch the group policy editor by
pressing Windows+R.
b. Type “gpedit.msc” and press Enter.

c. Navigate to Computer configuration >
Windows settings > Security settings >
Account policies > Password policy.
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2. Strong password settings (@Windows device)

Local Secunty Setting Explain

'j' Minimum password length

Password must be at least:

12 * characters

File Action View Help
o 2m X B

™ Deployed Printers
v E'i Security Settings
4 Account Policies
5 Password Policy
A Account Lockout Polis
4 Local Policies
Windows Defender Firew
MNetwork List Manager Po

Public Kev Policies
< b ]

Policy
Enforce password history
Maximum password age
L Minimum password age
Minimum password length
& Password must meet complexity requirements
Store passwords using reversible encryption

Security Setting

0 passwords remen
42 days

0 days

12 characters
Disabled

Disabled

Set the minimum password length to 12
characters.

Enable password complexity requirements,
to facilitate users in creating a secure
password

Restart your computer after making the
policy changes.
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2. Strong password settings (@Windows device)

File Action View Help
ta e f - x ﬂ

™ Deployed Printers
_‘-r] Security Settings
a4 Account Policies
3 Password Policy
a2 Account Lockout Polis
n Local Policies
Windows Defender Firew
Network List Manager Po

Public Kev Policies
>

Policy

Enforce password history
Maximum password age
Minimum password age

Minimum password length

&% Password must meet complexty requirements

Store passwords using reversible encryption

Security Setting

0 passwords remen
42 days

0 days

12 characters
Disabled

Disabled

g. Setting this to enabled means that
Windows passwords
* do not contain the user account
name or full name
* be at least 6 characters in length
and contain characters from at
least 3 of the 4 following
categories:
* uppercase English letters (A-Z),
* lowercase English letters (a-z),
* base 10 digits (0-9), and
* non-alphabetic characters
(suchas s, !, %).

h. Restart your computer after making
the above policy changes.
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3. Disable Email Auto forwarding (@Windows device)

Settings

’ L Search settings

EH

General

[

Mail

Calendar

2

People

View quick settings

Layout

Compose and reply

Attachments
Rules

Sweep

Junk email
Customize actions
Sync email
Message handling
Forwarding
Automatic replies

Subscriptions

Forwarding

You can forward your email to another account.

D Enable forwarding

Forward my email to:

Note: M365’s current default setting is
to disallow automatic forwarding to
external email, for enhanced security.

It is recommended to disallow
automatic forwarding if the user’s email
account is often used for large amounts
of personal data or personal data more
likely to result in harm to individuals.

For more information:

https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/external-email-forwarding?view=0365-worldwide
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4. Review of User Accounts (@M365)

Microsoft 365 admin center . . .
* Regularly conduct periodic review of user
= R, Add a user User templates -+~ L Search Y Filt — :
= wowr 58 Ve tar - accounts to ensure that unused accounts are
@ Home , removed.
Display name Usermame
R users ’\] RN : R11@01.onmicrosoft.com
| Active users R12 : R12@01.onmicroscft.com
Contacts
R14 R14@01.onmicrosoft.com
Guest users
Deleted users R15 : R15@01.onmicrosoft.com
1{' Groups b ° R16 Q : R16@01.onmicrosoft.com
Ra Roles R17 € Manage product licenses
" Manage groups
B Resources e e =} Edit username prothcom
R19 @ Delete user osoft.com
B Billing e v
< >
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5. Configure Folder Permissions (@M365 OneDrive)

il ol ool el Send link * Toshare afile/folder
My files a. Select the file you want to share, and then select Share. | = |
@ Pt rumestiomt b. Specify the person(s) you want to share with. Click on
S WIS | s e s 7~ the pencil icon to select the access permissions to be
O m] Ed : January 19 © Please enter a name or an email address. / !\Cﬂa-,:-'aedi:‘} . gra nted’ i,e, VieW Only Or can edit.
"’y :‘Teslkpptx About a minute ago AkERRYERANGas

Message... .
» Can view

"
@< Word1.docx A few seconds ago Cannot make changes

52 Link settings

e To change sharing permissions

] a. Select Shared.

@ Open v |2 Share @ Copylink L Download X Remove from shared list X 1selected =v ©
B e (5 ol ey e il e P s ol colibrsimen Tl Po— ™ b. Select a folder or file, and then select
Sl the Information icon.
& Shared Shared with you .
| —— | c. Do one of the following:
ek cces 0ot * Select Add People to share with more people.
Sites help you work on projects with © o 20220314.pptx s d ..
B . Doumens ~ * Select Manage access to change permissions.
from anywhere on any device, Create o . .
‘ * Select the Can Edit or Can View dropdown to

Has access change permissions or Stop Sharing.

)

* Select X to remove the link.
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6. Turn on Bitlocker Disk Encryption (@Windows device)

L System and Secunty

Control Panel Home

» System and Security
Metwork and Internet
Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

4+ @ + Control Panel

-Ed« View Tools

Control Panel Hame

« « 4 W55 Control Panel » System and Security »

) ! !
Windows Defender Firewall
Check firewall status Allow an app through Windows Firewal
Q System
= View amournit of RAM and processor speed @ Allow remoteaccess | Launch remote assistance
See the narme of this computer
\ Power Options
4 Change what the power buttons do Change when the computer sieeps
File History
€ Savebackup copies of your files with File History Restore your files with File History
a,y Backup and Restore (Windows 7)
Backup and Restore (Windows 7 Restore files from backup

¢ fi BitLocker Drive Encryption

Manage Bitl ocker

é Storage Spaces

Manage Storage Spaces

Wiark Folders

System and Security » Bitbocker Drive Encryption

BitLocker Drive Encryption

Melp protect your files and folders from unsuthonzed access by pratecting your drives with BitLackes.

Operating system drive

Windows (C) BitLocker off

i
-~

Fixed data drives

Note: For Windows 10, BitLocker is available on

the Pro and Enterprise editions only.

a. Open Start.

b. Search for Control Panel and click the top
result to open the app.

c. Click on System and Security.

d. Click on BitLocker Drive Encryption.

e. Under the "Operating system drive" section,
click the Turn on BitLocker option.
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7. Manaul Backup of Local Files (from Windows device to M365 OneDrive)

Files

0

F New

> Shared with Eve...

Mame T

"‘|2022 Targets.pptx

T Upload | & Share @ Copylink £& Sync

> Sales &£

Modified

* A few seconds ago

& Open v & Share

° D Name T

(] H 2022 Targets.pptx

@ Copy link| { Download

Files » Shared with Eve... > Sales &

Delet

To backup from a local device to M365 OneDrive:
a. Zip the local the local drive/folder/file that you wish to backup.
Assign a password to the zipped file if necessary.
. At OneDrive, navigate to the target folder for the backup file.
c. Click on the Upload button in OneDrive. Select the file/zipped file
from the previous step.

To restore from M365 OneDrive to a local device:

a. Select the backed up (zip file) at M365 OneDrive.

b. Click on Download

c. Unzip the file if necessary and key in the password if necessary.

d. Copy the file/folders to the target destination on your local device.
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8. Backup of Cloud Files (@M365 OneDrive)

All documents stored at OneDrive are automatically synchronised to
another cloud location. This works like an automatic backup.

For restoration of data from backup, you can either restore your
OneDrive (select from a day within the last 30 days), or restore a
previous version of the selected file.
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8. Backup of Cloud Files (@M365 OneDrive)

To restore your entire OneDrive

R estore O n e D r IVE.‘ to a p rev' 0 US tl m e 4. Use the activity chart and activity feed to review the recent ac.uwnes that you want to undo.

To restore your OneDrive, you'll need to have Microsoft 365. Otherwise, you'll be redirected to this article
when you try to follow the steps below.

1. Go tothe OneDrive website. (Make sure you're signed in with the correct account.)

2. If you're signed in with: = I

= Apersonal account with a Microsoft 365 subscription, at the top of the page, select Settings & >
Options, and then select Restore your OneDrive from the left navigation.

Today - 57072

= Awork or school account, select Settings > Restore your OneDrive.

e o e 0 0

Note: The Restare your OneDrive option isn't availahle in the classic experience of OneDrive for work
or school or without a Microsoft 365 subscription.

The daily activity chart shows the volume of file activities in each day for the last 30 days. It gives you an
averview of what has happened to your OneDrive over time and it can help you identify any unusual
activities. For example, if your OneDrive was infected by malware, you can look for when it happened.

3. On the Restore page, select a date from the dropdown list—such as Yesterday—or select Custom date The activity feed shows individual file and folder operations in reverse chronological order. You can scroll

and time. If you're restoring your files after automatic ransomware detection, a suggested restore date down to see previous days, or move the slider below the daily activity chart to quickly move to a specific
will be filled in for you. day.
Restore your COneDnive Tip: Use the expand and collapse arrow next to each day in the activity feed to show or hide acthaties for
that day.

Select a date

o

. It you selected Custom date and time, select the earliest activity that you want to undo. When you

Select a date select an activity, all other activities that occurred after that are selected automatically.
Yesterday
Note: Before you select Restore, scroll to the top of the activity feed to review all the activities you are
One week ago L £
about to undo. When you pick a day in the activity chart, the more recent activities are hidden in the feed,
Three weeks ago but they're still selected when you select an activity.

o

. If you selected Custom date and time, select the earliest activity that you want to undo. When you
select an acfivity, all other activities that occurred after that are selected automatically.

Note: Before you select Restore, scroll to the top of the activity feed to review all the activities you are
about to undo. When you pick a day in the activity chart, the more recent activities are hidden in the feed,
but they're still selected when you select an activity.

6. When you're ready to restore your OneDrive, select Restore. This action will undo all the activities you
selected.

Your OneDrive will be restored to the state it was in before the first activity you selected.

Note: If you change your mind about the restore you just did, you can undo the restore by running Files
Restore again and selecting the restore action you just did

Limitations and troubleshooting

When version history is turned off, Files Restore can't restore files to a previous version. For information
about versioning settings, see Enable and configure versioning for a list or library. Files Restore uses
version history and the recycle bin to restore OneDrive, so it's subject to the same restrictions as those
features.

You can't restore deleted files after they've been removed from the site collection recycle bin—either by
manual delete or by emptying the recycle bin. A SharePoint site collection administrator may be able to
view and restore those deleted items.

Albums are not restored.

If you upload a file or folder that you deleted, Files Restore will skip the restore operation for that file or
folder.

If some files or folders cannot be restored, a log file will be generated at the root folder of your OneDrive
to capture the errors. The name of the file will begin with "RestoreLog" followed by an ID (for example,
RestoreLog-e8b977ee-e059-454d-8117-569b380eed67.log). You can share the log file with our support
team to troubleshoot any issues that may occur.

Source: https://support.microsoft.com/en-us/office/restore-your-onedrive-fa231298-759d-41cf-bcd0-25ac53eb8al5
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8. Backup of Cloud Files (@M365 OneDrive)

To restore a selected file

Restore a previous version of a file
stored in OneDrive

rive for Business, SharePoint Server !

With version history, you can see and restore older versions of your files stored in OneDrive or SharePoint.
Version history works with all file types, including Microsoft 365 files, PDFs, CAD files, photos, videos, and
more. If you need to, you may be able to restore deleted OneDrive files or restore deleted SharePoint
items from the recycle bin.

Tip: You can also View previous versions of Office files in Office apps.

1. Sign in to OneDrive with your personal Microsoft account or your work or school account.

2. Select the file that you want to restore to an earlier version (you can only restore one file at a time), right-
click, then select Version history.

Note: In Classic view, select the document, then at the tap, select More = Version History.

3. Inthe Version History pane, do one of the following:

If you're signed in to OneDrive or SharePoint with a work or school account (such as a Microsoft 365
account), select the ellipses (...) next to the version of the document that you want to restore, and then
click Restore.

Version History

In Classic view or previous versions of SharePoint Server. select the arrow next to the version of the
document that you want to restore, and then click Restore.

Version History

Mo, 4 fieed Moadified By

1.0 Jerri Frye
View

20 erri Frye
Restore {‘_’J F

10 Jerri Frye
Delete

Source: https://support.microsoft.com/en-us/office/restore-a-previous-version-of-a-file-stored-in-onedrive-159cad6d-d76e-4981-88ef-de6e96¢c93893

Use Version history in File Explorer

If you have the QneDrive sync app installed on your PC, right-click the file that you want to restore to an
earlier version in File Explorer and select Version history, Then select the ellipses (...) next to the version

you want and click Restore.

@ Car maintenance

Open
Edit

Print

Share
View online

Version history

The document version you selected becomes the current version. The previous current version becomes the

previous version in the list.

Notes:

» Il you sign in with a personal Microsoft account, you Gan retrieve the ast 25 versions. If you sign in with a

work or school account, the number of versions will depend on your likrary config.

on.

1 you're using OneDrive as part of SharePaint Server, your administrator may have tumed off document

versioning. For mare information about SharePoint versioning settings (which also apply to OneDrive for
work or schoal) see Enabla and configure varsioning for a list o library or How does versioning work in a

list or library?

1t you're signed in to OneDrive with a Microsoft aceount, items in the recycle bin are automatically deleted

30 days after they're put there. If your recycle bin is full, the oldest items will be automatically deleted after
three days, If you're signed in with a work or school account, items in the recycle bin are automatically
deleted after 93 days, unless the administrator has changed the setting. See more information about how

long deleted items are kept for work or school accounts.
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Configuration Guide for
Singtel Start Digital
(Google Workspace)

This quick-start configuration guide is for organisations using Google
Workspace (GWS) through Windows devices, without other servers. Some
of the settings are to be configured at GWS (“@GWS”), while others are to

be configured at the Windows devices (“@Windows Device”). Windows
10 is used as the reference version for the steps and screenshots given.

The contents herein are not intended to be an authoritative statement of the law or a substitute for legal or other professional advice. The PDPC and its members, officers and employees shall not be
responsible for any inaccuracy, error or omission in this publication or liable for any damage or loss of any kind as a result of any use of or reliance on this publication.
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1. Enable Multi-Factor Authentication (MFA) for Administrators (@GWS)

— Google Admin Q, Search for users, groups or settings

Security > 2-Step Verification

u.
1] 2
: : Showing settings for users in OrgA
° Security Settings
(=1
LG o
2-step verification
Organisational units A
Authentication Add an extra layer of security to user accounts by asking users to verify their
;’ . . sFiEE Locally applied identity when they enter a username and password. Learn more
il + [loiga Allow users to turn on 2-Step Verification
B8 Enforcement
Groups ~
@ (@) off
® — - \ Oon
! - O Onfrom Dat =

Learn more

Additional information:
*  You can use the following for MFA:
* Security keys
* Google prompt
* Google Authenticator app
* Backup codes
* Text message or phone call
* More Information can be found under this link here.
* Google Workspace security checklist can be found under this link here.

o o

= o

Sign in to your Google Admin console.

Sign in using an administrator account.

From the Admin console Home page, go to
Security and then 2-Step Verification.

On the left, select an organizational unit or
exception group.

Let users turn on 2-Step Verification and use
any verification method, but don't require 2-
Step Verification yet.

Check Allow users to turn on 2-Step
Verification.

Select Enforcement > Off.

Click Save.
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2. Strong password settings (@GWS)

— Google Admin Q, Search for users, groups or settings

a. Under Security > Password
Management
N | b. Configure the minimum to 12
Showing settings for users in OrgA
Security Settings characters

Security > Password Management

Password management
Organisational unit

Password management Configure password policies for your arganisation
Locally applied

earch for organisational u These policies don't apply in some cases, such as when users are authenticated by a

third-party identity provider. Learn more
~ OrgA

Strength

Users are required to use strong passwords. Learn more

Enforce strong password

Length

Must be between 8 and 100 characters

Minimum length

17 < 100

Additional information:

Enforce a password history policy to ensure that employees do not reuse their previous passwords.
Encourage users to use passphrases such as “lwant2l@se10kg”, which may be long and complex, yet easy to remember.
Discourage users from using the same passwords across different systems.
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2. Strong password settings (@Windows device)

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Qpen; gpedltmsd R

File Action View Help
o M XEO= Em

% Deployed Prninters “ || Policy

- Security Setting
~ @ Security Settings

& Account Policies

. Network List Manager Po
Public Kev Policies

< >

-

«a Enforce password history

g

<, Maximum password age 42 days
@ Password Policy
Account Lockout Polic S MM Paesword 2ge 0 days
a L::al Polidies n :ilmmu: password Inengthl Orh:r::ers
| Windows Defender Firew o, Password must meet complexaty requirements Disa
wi, Store passwords using reversible encryption Disabled

<

0 passwords remen|

a. Launch the group policy editor by
pressing Windows+R.
b. Type “gpedit.msc” and press Enter.

c. Navigate to Computer configuration >
Windows settings > Security settings >
Account policies > Password policy.
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2. Strong password settings (@Windows device)

Local Secunty Setting Explain

'j' Minimum password length

Password must be at least:

12 * characters

File Action View Help
o 2m X B

™ Deployed Printers
v E'i Security Settings
4 Account Policies
5 Password Policy
A Account Lockout Polis
4 Local Policies
Windows Defender Firew
MNetwork List Manager Po

Public Kev Policies
< b ]

Policy
Enforce password history
Maximum password age
L Minimum password age
Minimum password length
& Password must meet complexity requirements
Store passwords using reversible encryption

Security Setting

0 passwords remen
42 days

0 days

12 characters
Disabled

Disabled

Set the minimum password length to 12
characters.

Enable password complexity requirements,
to facilitate users in creating a secure
password

Restart your computer after making the
policy changes.
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2. Strong password settings (@Windows device)

File Action View Help
ta e f - x ﬂ

™ Deployed Printers
_‘-r] Security Settings
a4 Account Policies
3 Password Policy
a2 Account Lockout Polis
n Local Policies
Windows Defender Firew
Network List Manager Po

Public Kev Policies
>

Policy

Enforce password history
Maximum password age
Minimum password age

Minimum password length

&% Password must meet complexty requirements

Store passwords using reversible encryption

Security Setting

0 passwords remen
42 days

0 days

12 characters
Disabled

Disabled

g. Setting this to enabled means that
Windows passwords
* do not contain the user account
name or full name
* be at least 6 characters in length
and contain characters from at
least 3 of the 4 following
categories:
* uppercase English letters (A-Z),
* lowercase English letters (a-z),
* base 10 digits (0-9), and
* non-alphabetic characters
(suchas s, !, %).

h. Restart your computer after making
the above policy changes.
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3. Disable Email Autoforwarding (@GWS)

Google Admin Q_ Search for users, groups or settings ‘ a. GO to Apps> Google Workspace>
m . Apps > Google Workspace > Settings for Gmail > End user access Settings for‘ Gmai|> End user access
EE Dashboard ) ) ) . . . . .
M Gmail Bl e b. Disable mail forwarding feature (i.e. if

» & Directory
user is handling sensitive personal data
End user access . . .
v in his/her daily work)

POP and IMAP access Enable IMAP access for all users: ON

» [0 Devices
# Apps

Overview Organisational units ~
Enable POP access for all users: ON

~ Google Workspace o )
Search for organisational units

Service status:

~ OrgA Google Workspace Sync Enable Google Workspace Sync for Microsoft Outlook for my users: ON
Calendar Applied at 'OrgA
Currents
Automatic forwarding Allow users to forward incoming email automatically to another address: ON
Drive and Docs Applied at 'OrgA
Gmail
Google Chat and classic Image URL proxy allowlist Image URL patterns allowlist: OFF
Hangouts Applied at 'OrgA
Automatic forwarding |:| Allow users to forward incoming email automatically to another address C. Cl |Ck on the penC|I icon to Ed It.

Applied at 'OrgA / Learn more

fin  few minutes Leam more d. Uncheck the checkbox at the
B Automatic Forwarding section.
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4 Reiew of User Accounts (@GIW)

= Google Admin

Users

Users | Showing all users

=+ Add afilter

g
O

Name

Edwin

John Doe

ST

@ OrgA
o= 1292 /" Welcome to the Google Workspace Admin consale

0
=
To continue with your Google Workspace trial, verify your domain or
o
@ 2 Users Manage ~
ik Add other users so that they can start using Google services.
Learn more
8
@ 3 users 7/10 licences remaining
E—

Q,  Search for users, groups or settings

Bulk update users  Download users

Email

edwin@orga.info

johnd@orga.info

Status

Active (Added recently)

Active (Added recently)

Active (Added recently)

More options ¥

b.

From the Google Admin Page, under
Users > Manage

Regularly conduct periodic review of
user accounts to ensure that unused
accounts are removed.
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6. Turn on Bitlocker disk encryption (@Windows device)

L System and Secunty

Control Panel Home

» System and Security
Metwork and Internet
Hardware and Sound
Programs
User Accounts

Appearance and
Personalization

Clock and Region

Ease of Access

4+ @ + Control Panel

-Ed« View Tools

Control Panel Hame

« « 4 W55 Control Panel » System and Security »

) ! !
Windows Defender Firewall
Check firewall status Allow an app through Windows Firewal
Q System
= View amournit of RAM and processor speed @ Allow remoteaccess | Launch remote assistance
See the narme of this computer
\ Power Options
4 Change what the power buttons do Change when the computer sieeps
File History
€ Savebackup copies of your files with File History Restore your files with File History
a,y Backup and Restore (Windows 7)
Backup and Restore (Windows 7 Restore files from backup

¢ fi BitLocker Drive Encryption

Manage Bitl ocker

é Storage Spaces

Manage Storage Spaces

Wiark Folders

System and Security » Bitbocker Drive Encryption

BitLocker Drive Encryption

Melp protect your files and folders from unsuthonzed access by pratecting your drives with BitLackes.

Operating system drive

Windows (C) BitLocker off

i
-~

Fixed data drives

Note: For Windows 10, BitLocker is available on

the Pro and Enterprise editions only.

a. Open Start.

b. Search for Control Panel and click the top
result to open the app.

c. Click on System and Security.

d. Click on BitLocker Drive Encryption.

e. Under the "Operating system drive" section,
click the Turn on BitLocker option.
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7. Manual Backup of Local Files (from Windows device to GWS)

L Drive

Folder

(4]

File upload

Folder upload

o

Google Docs

]

Google Sheets

Google Slides

Google Forms

More

L Drive
I— New

v@ My Drive
B A
» B c
3 R
» @ DR

Q

Q, Searchin Drive

My Drive

Name T

014-10-15_19-06-30.png

30.png

TechVendorReport. pdf

To backup from a local device to Google Drive:

d.

® oo o

Zip the local the local drive/folder/file that you wish to backup.
Assign a password to the zipped file if necessary.

At Google Drive, navigate to the target folder for the backup file.
Click on the File Upload option in Google Drive.

Select the file/zipped file from the previous step.

To restore from Google Drive to a local device:

Q

b.
C.
d

Select the backed up (zip file) at Google Drive.

Click on Download.

Unzip the file if necessary and key in the password if necessary.
Copy the file/folders to the target destination on your local device.
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8. Backup of Cloud Files (@GWS)
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