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Where is my data?

e Uncategorized Data )
 Mislocated Data
e Over-retained Data RISK

e Over-permissioned Data

e Lack of context

* Duplicates —
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Data Security Posture Management
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Data Security Posture Management

Accurately~ .
identify Define

and label your data

data policies
Measure Determine
risk gaps that
posture need fixing

\ Fix gaps .
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Data Security Maturity Roadmap

@GETVISIBILITY

Proactive

Reactive

Developing

Foundational

Source: Gartner
787538 C

1T

Cyber Security Mesh Architecture
Data Security Platform

Data Security Posture Management Accurately ~ Define your

Privacy-Enhancing Computing identify and data
Synthetic Data label data policies
Tokenization
Data Masking

Key Management and Secrets Management

Encryption
Data Access Governance
M Determine
Data Loss Prevention . easure gaps that
risk posture -
need fixing

Data Classification

Data Discovery

Privacy Fix gaps

Data Security Steering Committee

Data Security Governance

Data Risk Assessment

People and AduanCEd Securny
Processes

Source: Gartner Security
Leaders Guide 2023

Gartner
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Accurately ldentify and Label Data
=) . Customer Bank
Q82 r0, Statement
>33
=4
. —/§ . Legal Contract
? —\ /\. Technical Design
Document

* We use Al to identify business document categories
and classify data with >95% accuracy
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Define your Data Policies

1. Define your departments

2. Define assets under
each department

3. Define owners,
classification, location,
retention policy, etc. for
each asset

G‘GETVISIBILITY

Legal Finance IT

Operations HR

> Commercial Contract

> Health, Safety and Compliance Document

> Legal Customer Contracts

v M&A

Asset Profile

Data Asset Owner Data Custodian Location

‘, Charles Yeong - charlesyeong@gv.com X Vv ‘ , Jason Lim - jason.lim@gv.com X Vv ‘ ‘ Sharepoint Online X v ‘
Folder Classification Replacement Value

/ /sites/omed/Shared Documents/Confidential X Vv ‘ / Confidential X Vv ‘ / Very High X Vv ‘
Data Security Priority

, Critical w W ‘
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Determine Deviations from Org Policies

Duplicate data/ Redundant Data/ Shadow Data

Duplicate Files

group1

Totalfes: 103 @ Confidential 103 |

U 2 | @ ighlyConfidential 24 |

roup 3 T
T 2 (@ Confsentol 24 |

Toatesas (@ ighy-Confcential_ 24 |

group5
Total files: 23

Public 23 |

ROT Data

O CITID

Largest Groups
Duplicates MONTHS 12MONTHS

149.6K 121.3K

Redundant Untouched Over 3 years

group 10: 37 (5...
group &;
group 8

group..

gro.. —
grou... —
group ...

re 3:56...
group group 2: 103 (1.

Sensitive Financial

Duplicates
300
250 b
200
g HiEh g Medium g Externally
- 8 Financial @ gy ® Risk ® Shared
E «group 1 68.94% (293)
v group 2 13.18% (56) A
o « group 3 7.294% (31)
0 » group 4 5.412% (23)
groups 5.176% (22)
50
group1  oroup3  oroup s
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Auto refresh
Not Modified
avears svEARS
33.46K 8.398K

Redundant Untouched Over 5 years

nancial Documents |

Obsolete 3 Years
L

@ PIl, PCl or PHI @ All Untouched

* Business 16.85%

* Technical 11.15%

= SensitivePrivate 10.91% |

* Person 10.65% (
Record 9.897% )
Legal 8.329% (2806K)

* Organization 7.777% (262K)

7.454% (251

* Financial 621% (20921)

* NamedEntity 6.085% (205K)

* TechnologyEngineering 4.6B1% (157K

Shadow Data

===

Shadow Data
FINANCIAL DATA

2.382K

C-SUITE DATA

Shadow Executive Data

* Persan

* Business.

* NamedEntity
* Technical

SensitivePrivate

Shadow Financial Data

* Person

* NamedEntity

* Business

* Location

* Organization

* Record
Legal

*HR
SensitivePrivate
Technical
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Automate Compliance and Security with Workflows

@GETVISIBILITY

= [ Action

Action type

B sslectdataset
files
T Condition
Set nule cond O bantify specific policy criteria or data t ctions
Finan ards’

e

Condition

/

Action: automated

Action type

scripts

/

Email Notify: Business
User
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Measure Risk Posture

(5 cETVISIBILITY

%]

INCIDENTS
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=

SMB OverExposed

0

Budgets Data at Risk
Files
T

22

PIl GenAl Menitoring

Select incidents time range:

] H
15 0
@
Files Files
@ @

652 6834

CEO assets location

Files Files

) ]
e ?
Files Files

3 9547

GenAl employee data

Obsolete Risky Legal Contracts

338566

Pl Files Older than 3 years

2960

Trade Secret Exposure

e

Files

Publicly exposed critical data to the
world

H
562

Valuable IP Exposure

"

17913

Overshared internally critical
information

Q@

Files

Critical Data At High Risk

T e

0

MEA Project Retentions

¥ POSTURE SCORE

( / 82 /100

ACTIVE RISK OVERTIME

AT +15% in the past 7 days

« 910

Critical Data with Public
read Access

$8/10

/10

4,10

e 910

&

<

Endpoints with Critical Data
in Shadow IT

Data sovereignty violations

Overexposed Confidential Data

Mislocated Financial Data

101K

W -279% in the past 7 day

417

AH +15% in the past 7 days

289 . =4

A +12% in the past 7 days
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Getvisibility Benefits

e Accuracy, accuracy, accuracy

e Quick Time to Value: Prebuilt Al models

that scan and classify on Day 1

* Easy Reporting: Prebuilt templates/
dashboards to benchmark top risks to

organisations, and current posture

e Seamless Remediation: Remediate
straight from the platform, or send alerts

to stakeholders directly for action

@GETVISIBILITY

215

tgyd

5 513 A114 =89 a-8927 7932

B 2691 [———
£ 182
7932 ° o
B 1862

@ 829

tyPostureScos  TopRisks

Y oo 214K
) 82 /100 ( «
3, [enmn—— 101K
m—— oo 417
e, o
....... C\ (o 289
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124

273K

412K EIm

& 417

512K

124

145K

418K



Gen Al Oversight and Risks

Gen-Al Oversight (D Autorefresh
. Mon itor GenAI aCtiVity’ traCki ng data GPT DEPLOYED 4}‘”}\U|"()A“t[‘ - NUMBER OF C
21 287 5 664
d 1 t t 1 USERS ACTIVE USERS ADMIN USERS
ana user interactions 9 9 a
GPT Access GPT Chat Usage

* Automatically classify data based on

pre-defined policies or industry

regulations

Over Exposed Files GPT At Risk Files

* Comprehensive view of your GenAl
landscape, enabling informed decision-

making
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Case Study: ME Bank Achieved Data Security and Privacy Compliance

Profile: One of the top banks in ME with 13,500 Staff

Challenges:

* Extremely high velocity of data creation

* Very high-risk profile due to unstructured data on premises and in the cloud

* Sensitive information included budgets, public filings, price lists, salaries, bank
account numbers, contracts, PlII

* Intense scrutiny from regulatory mandates

Outcomes in First 6 Months:

* Within 1 week of deployment had discovered large repositories of risky data within
SharePoint and OneDrive.

* (Catalogue, classified and mapped discovered data

* File analysis and risk assessment reports

* DLP enablement metrics showed success

* Able to meet data protection and regulatory compliance

@GETVISIBILITY contact@getvisibility.com | www.getvisibility.com



	Slide 1: Getvisibility
	Slide 2: Where is my data?
	Slide 3: Data Security Posture Management
	Slide 4: Data Security Posture Management
	Slide 5: Data Security Maturity Roadmap
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11: Getvisibility Benefits
	Slide 12: Gen AI Oversight and Risks
	Slide 13

