Seamless and Secure Access (SSA) Manual Configuration Guide for Windows Vista (Rev. 1.0)

Seamless and Secure Access
(SSA)

Manual Configuration Guide
for Windows Vista

Wireless
@SG

Page 1



Seamless and Secure Access (SSA) Manual Configuration Guide for Windows Vista (Rev. 1.0)

1 Enable Wi-Fi

a) Please refer to your computer’s user manual to enable the Wireless (Wi-Fi) connection.

b) Please click on Classic View in the Control Panel to follow the instructions in this guide.

» Control Panel

« Control Panel Home

Classic View

System and Maintenance
Get started with Windows
Back up your computer

Security

Check for updates

Check this computer's security status

@ Allow a program through Windows
Firewall

Network and Internet
Connect to the Internet

View network status and tasks
Set up file sharing

e

User Accounts and Family
Safety

@ Set up parental controls for any user
@ Add or remove user accounts

Appearance and
Personalization

Change desktop background
Customize colors

Adjust screen resolution

Clock, Language, and
Region

Change keyboards or other input

Hardware and Sound methods

Play CDs or other media automatically
Printer
Mouse

Ease of Access
Let Windows suggest settings
Optimize visual display

Programs
Uninstall a program
Change startup programs

Additional Options

Mobile PC

Change battery settings

Adjust commonly used mobility
settings

Recent Tasks
View installed updates

C) Click Start and select Control Panel. In Control Panel, click on System and Maintenance
and then click on Administrative Tools. In Administrative Tools, click Services and scroll
to the bottom and make sure the WLAN AutoConfig service is started.

) Services
File Action View Help
es@Do=Em e
£, Services (Local) |
WLAN AutoConfig Name Description Status Startup Type LogOnAs #
',«, Windows LiveID S... Enables Win... Started Automatic Local Syste...
Stop the service ; Windows Manage... Providesac.. Started  Automatic Local Syste...
Resbiitthesevice £ Windows Media C... Allows Win... Disabled Local Service
'«, Windows Media C... Windows M... Manual Network S...
Description: .”}', Windows Media C... Starts and st... Manual Network S...
This service enumerates WLAN % Windows Media C... Starts Wind... Automatic (D... Local Service
adapters, manages WLAN 4 Windows Media P... Shares Win... Manual Network S...
€onnections.and profiles. 5 Windows Mobile ... Provides co... Automatic (D... Local Service
. Windows Mobile-... Provides re... Automatic (D... Local Service
&4 Windows Module... Enables inst... Manual Local Syste...
£ Windows Presenta... Optimizes p... Manual Local Service
4 Windows Remote ... WindowsR... Manual Network S...
% Windows Search Provides co...  Started Automatic Local Syste...
% Windows Time Maintains d... Started Automatic Local Service
,Windows Update  Enables the ... Automatic (D... Local Syste...
L4 WinHTTP Web Pr...  WinHTTP i... Manual Local Service
utoConfig  This service ... Started  Automatic Local Syste.
mance.
Local Service _
<[ n BC
Extended /(Standavd/

Note: If you are using a third-party Wi-Fi manager, e.g., Intel PROSet, ThinkVantage Access
Connections, etc., please disable it before following the instructions in this guide.
Alternatively, you may use the third-party Wi-Fi manager to configure the settings stated in
this guide. If you need help to use your third-party Wi-Fi manager, please refer to the
instruction manual provided by the manufacturer.
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2 Connect to Wireless@SG via SSA

a) Click on Start and select Control Panel.

Internet
Internet Explorer

e
—. E-mail
=) Microsoft Office Outlook
4 Windows Live Mail
]

il Frozen Throne.exe

_: Microsoft Office Word 2007
Microsoft Office PowerPoint 2007
Adobe Reader 8

_vl Motepad

_

Command Prompt

Microsoft Office Excel 2007

M AnyDVD

[ —
12€2

@ Microsoft Office Communicator 2007

‘h}\ 1’.‘ Windows Live Messenger

»  All Programs
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Documents
Pictures

Music

Computer
Metwork
Connect To

Co ;trul Panel
Default Programs

Help and Support

Run...
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b) Select Network and Internet.

» Control Panel »

Lel

Control Panel Home

Classic View

User Accounts
@ Change account type

System and Maintenance
Get started with Windows
Back up your computer

15
8
gy

Appearance and

Securi g

ty Personalization

Check for updates £ e .

® Allow a program through Windows R ackgronm
Firewall Customize colors

Adjust screen resolution

Network and Internet

mlock, Language, and Region

View network status and tasks 2
Set up file sharing Check network stat d change |poards or other input
setti rences for sharing
iles and computers, configure lay language
Hardware and Soun| Intemet display and connection,
Play CDs or other media a{ secure offline files, and more.
Pri Ccess
rinter 4 .
Maus Let Windows suggest settings
Optimize visual display
Programs 148 r
o9 "] Additional Options

Uninstall a program
Change startup programs 4

Recent Tasks 4

2 Mobile PC
Uninstall a program Change battery settings
[y Tum Windows features on or Adjust commonly used mobility
off settings
Change battery settings
C) Select Network and Sharing Center.

trol Panel Home

ystem and Maintenance
Security
Network and Internet

Hardware and Sound

Programs
Maobile PC
Accounts

Appearance and
Personalization

Clock, Language, and Region
Ease of Access

Additional Options

Classic View

Recent Tasks ™
Uninstall a2 program

¢ Turn Windows features on or
off

Change battery settings

» Metwork and Internet »

View network status and tasks
View network computers and devices

Connect to a network
Add a degiss

0 the network | Set up file sharing

Internet Options
Change your homepage | Manage browser add-ons
Delete browsing history and cookies

Offline Files

Encrypt your offline files | Manage disk space used by your offline files

Windows Firewall

@Tum Windows Firewall on or off @Allow a program through Windows Firewall

People Near Me

Sign in or out of People Near Me | Change People Near Me settings

Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resolve sync conflicts

Infrared
Send or receive a file

Bluetooth Devices

Set up a Bluetooth enabled device | Change settings for a Bluetooth enabled device

m
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d) Click on Set up a connection or network.

4 » Control Panel » Network and Sharing Center v | 43 | seorcn

T Network and Sharing Center

computers and devices
View full map

5 @

nnect to a network

Manage wirel etworks II
N —i

Set up a connection or network .
SGSROLANDUO3 Unidentified network Internet
””” — (This computer)
Diagnose and repais
Kt Unidentified network (Public network) Customize
Access Limited Connectivity
Connection Local Area Connection 2 View status

(2 Sharing and Discovery

Network discovery © On )
Saa ks File sharing © Off v
Bluetooth Devices Public folder shanng o Off { v/ )
Infrared Printer sharing o Off v
Intel(R) PROSet/Wireless Tools Media sharing o Off v

Intemet Options
Windows Firewall

Show me all the files and folders 1 am sharing

Show me ali the shared network folders on this computer
Windows Mobile Device Center

e) Select Manually connect to a wireless network and click Next.

a connection or network

| Choose a connection option

]

Connect to the Internet
Set up a wireless, broadband, or dial-up connection to the Internet.

Set up a wireless router or access point
Set up a new wireless network for your home or small business.

Jm

Manually connect to a wireless network

o5all_hoose this to connect to a hidden network or create a new wireless profile, >

& Setupawir 5 PETEPEETTTErET

Ny et up a temporary nebwork for sharing files or an Internet connection,

g's-| Set up a dial-up coennection

n Connect through a dial-up connection to the Internet.

[ Mext I[ Cancel]
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f) Enter the following information:
. Network name: Wireless@SGx
. Security type: WPA-Enterprise
. Encryption type: TKIP
. Start this connection automatically: Check
Click on Next
[ [E=REEE >

Manually connect to a wireless network

Enter information for the wireless network you want to add

Metwork name: Wirelessi@5Gx

Security type: ’WPA—Enterprise "]

Encryption type: ’TKIP v]

Security Key/Passphrase: Display characters

Start this connection autornatically

[[] Connect even if the netwerk is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk,

| [ Mext ][ Cancel

Q) Click on Change connection settings.
= | B ]
) @ Manually connect to a wireless network
Successfully added Wireless@SGx
' 9 Connect to..
| Open the "Connect to a network” dialog so I can connect.
,/Chamge connection settings I
( Open the connection properties so that I can change the settings.

h\ /-
|
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h) Configure the following settings:
o Choose a network authentication method: Microsoft: Protected EAP (PEAP).
. Cache user information for subsequent connections to this network: Check.

Click on Settings.

Wireless@5Gx Wireless Netwerk properties Iﬁ

seauriy

Security type: [WP#.—Enterprise "']

Encryplion type: ['I'}C[P v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) Settings...

Cache user information for subsequent connections
to this network

[ oK ] [ Cancel
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i) Configure the following Protected EAP Properties:
. Validate server certificate: Check
. Connect to these servers: Uncheck
. Trusted Root Certification Authorities: Go Daddy Class 2 Certification Authority
. Enable Fast Reconnect: Uncheck

Click on Configure...

Protected EAP Properties o &l

When connecting:
<: Validate server certificate
ST

E] Connect to these servers:

Trusted Root Certification Authorities:
[ Globalsign

| [T GlobaiiemRomt-Ea—

AT oy G 2 Coticton A g
['] GTE CyberTrust Global Root

[ http:/jwww.valicert.com/

[ http:/fwww.valicert.com/

[] Microsoft Root Authority -
< | i | »

>

AN

l:] Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
> "
|Secured password (EAP-MSCHAP v2) ( '] [ Configure... ] ‘>
\/
[ | Enable Fast Reconnect
El

[] Disconnect if server does not present cryptobinding TLV

[_ox ][Cance'JJ

=4
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) Uncheck Automatically use my Windows logon name and password (and domain if any)
K) Click OK until you are back at the Control Panel.
)] Close Control Panel and return to the Windows Desktop.

EAP MSCHAPV2 Properties X

When connecting:

/ =
Putomatically use my Windows logon name and ‘)

‘@Dﬂj (znd domain if ary). >

[ QK ]| Cancel |

e

m) Click on the popup at the task bar

ALs Additional information is required to connect to Wireless@SGx.
== . Click to provide additional information and connect

< 2F Wt s3aem
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n) In the User name box, enter your Wireless@SG username followed by @domain format. In
the Password box, enter your Wireless@SG password. Leave the Logon Domain box
empty.

Enter Credentials M

“ User name: username@domain
Password: esse

Logon domain:

%)
il
i

this user name and password for future use

0) You are now connected to Wireless@SGx

Disconnect or connect to another network

Show [ Al -

Wireless Metwork Congechion P -

<ﬂe:ss@56x Connected A i
Z_ -

" ity-
k Unnamed Metwork Security-enabled network Hﬂﬂ_l

= .
k Joylaw Security-enabled network !!!_U

Set up a connection or network
Open Metwork and Sharing Center

[ Disconnect ][ Cancel ]
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3 Uninstall SSA profile

Follow the steps below to remove the Wireless@SGx settings:

a) Click on Start and select Control Panel.

i Internet
Internet Explorer

E-mail Roland U
Microsoft Office Qutlook

=
-
— S

Documents
4 Windows Live Mail
]

e Pictures
i8] Frozen Throne.exe

Music

_: Microsoft Office Word 2007
Computer

Microsoft Office PowerPoint 2007
Metwork

Adobe Reader 8 B
Connect To

/ Motepad :
- ,-I P Control Panel

Command Prompt Default Programs

L
| X5 Microsoft Office Excel 2007 Help and Support

w AnyDVD Run...

@ Microsoft Office Communicator 2007

f}‘ ‘,'l. Windows Live Messenger

» All Programs
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b) Select Network and Internet.

@v » Control Panel »

‘ « Control Panel Home

Classic View

System and Maintenance ] User Accounts
Get started with Windows @ Change account type

Back up your computer

N ,  Appearance and
hich f:ryup - h ) Personalization

Allow a program through Windows Changeldesktop backgioind
© Customize colors

Firewall 5 )
Adjust screen resolution

Network and Internet .

View network status and tasks lock, Language, and Region

et up file sharing Check netw and change |poards or other input

, set preferences for sharing

files and computers, configure
. / Hardware and Soun Internet display and connection,

Play CDs or other media a{ secure offline files, and more,

Printer Lt Wi .
e et : ||-'1dov?/s suggeﬁ settings

Optimize visual display
Programs

Additional Options

Uninstall a program
Change startup programs

Recent Tasks

Uninstall a program

Mobile PC

Change battery settings

¥ Tum Windows features on or Adjust commonly used mobility
off settings
Change battery settings

c) Select Network and Sharing Center.

@v ? v Control Panel » Metwork and Internet »

ol Panel Home

Network and Sharing Center
ctern and Maintenance ' View network status and tasks | Connect to a network
iew network computers and devices | Add a go

o the network | Set up file sharing

Security

Network and Internet .
SRarRanc nEeme Internet Options

Hardware and Sound Change your homepage | Manage browser add-ons
Programs Delete browsing history and cookies

Meobile PC

l@ Offline Files
©  Encrypt your offline files | Manage disk space used by your offline files
Appearance and

Personalization Wind Fi I
- - INAOWs Firewsa
Clock, L. e, and Regio ‘ . . - .

ock tanguage, and Region @Turn Windows Firewall on or off @Allow a pregram threugh Windows Firewall
Ease of Access
Additional Options &'ﬂ. PE‘Dp|E Near Me

Sign in or out of People Mear Me | Change People Near Me settings

Classic View
Sync Center
Sync with other computers, mobile devices, or network folders | View sync results
Resclve sync conflicts

@.

)

Recent Tasks F Infrared

Uninstall a program Send or receive a file

¢ Turn Windows features on or i
off Bluetooth Devices

Change battery settings Set up a Bluetooth enabled device | Change settings for a Bluetooth enabled device

m
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d) Click on Manage Wireless Network.

' - “ « Network andlemet ork an aring Center Search R :

Rk Network and Sharing Center

View computers and devices

View full map
Connert #~ = —-c-—-L

= C
Manage wireless networks ’ w P ml

Set up a connection or network 4‘* = '
AWPC-UX380 Wireless@5Gx Internet
Manage network connections (This computer)
Diagnose and repair
5," Wireless@SGx (Public network) Customize
Access Local and Internet =
Connection Wireless Network Connection (Wireless@5Gx) View status
L. Signal strength: Good Disconnect

2 Sharing and Discovery

Network discovery o Off (9

File sharing @ Off (9
See also Public folder sharing o Off (v)
Internet Options Printer sharing © Off (no printers installed) \:_v:\ -
Wiridows Firewall Password protected sharing © On @
Windows Mobile Device Center Media sharing © Off @ y

Aro o e —————— N Y2

T~

Manage wireless networks that use (Wireless Network Connection)

k and Int

aﬂﬂ“ N

Windows tries to connect to these networks in the order listed below. To change the order, drag a network up or down in the list. Yo
I can also add or remove network profiles.

To see networks that use a different wireless network adapter, click Change adapter below.

!@Add == Remove ‘ Move down @ Change adapter @ Adapter properties @, Profile types

* Networks you can view and modify (6)

= Wireless@5Gx Security: WPA-Enterprise Type: Any supported Automatically
Remove network rity: Unsecured Type: Any supported Autematically
Moye down ecurity: WEP Type: Any supported Automatically]

X

WeeFamily Security: WPA-Personal Type: Any supported Manually con
-
- AWHOME Security: WEP Type: Any supported Automatically]
<[ i
- Wireless@SGx Profile name: Wireless@5Gx Mode: Automatically connect
f Security type: WPA-Enterprise
~ Radio type: Any supported
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f) A warning dialog box will appear. Click OK.

Manage Wireless Networks - Warning! = ... ﬂ

2 If you remove this network from the list you will
M__k no longer be able to connect to it automatically.

Do you wish to proceed?
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